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Abstract

This is the first deliverable of the series that seek to detail and specify the reference
architecture and integration approach of the Al4Gov project and its integrated platform. In that
context, the objective of this deliverable has a two-fold interpretation. On the one hand, it seeks
to provide the consortium with a common high-level view about the whole solution and
architecture. The details of each software artefact are delegated to the respective leader and
will be described in the related deliverables. On the other hand, it also seeks to describe and
present the system and technical requirements that are being imposed by the integrated
Al4Gov platform. The purpose of this series is to track those requirements throughout the
project and update them during the progress of the project. To this end, it is implemented a
bottom-up approach that aims to identify and analyse the technical requirements with respect
to the technical work packages that focus on the platform’s technological needs. Technical
requirements are also interlinked with the user requirements and scenarios as presented in the
context of D6.1 — “Specification of UC Scenarios and Planning of Integration and Validation
Activities V1”, published in M06. The result of the above analysis consists in a list of measurable
and unambiguous requirements that will drive the design of the overall architecture of the
Al4Gov platform, focusing on serving all different needs of the various use cases of the project.

As the project progresses, updated versions of this deliverable will enhance the design of the
platform’s architecture and will help its software developers to adjust and revise the design,
implementation, internal architecture and workflows of their components accordingly. This will
be done following the principles of the agile methodology presented in this deliverable and
more specifically in Section 3. Moreover, in order for the platform to keep track of the latest
technological advances, a state-of-the-art analysis has been performed regarding the major
technologies that are envisioned to be exploited.

This deliverable is being released on M10 mainly focusing on the initial specification and design
of the project’s reference architecture, and the establishment of the initial technical
requirements. Updated versions of this document will be released on M24 and M36,
respectively.
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1 Introduction

1.1 Purpose and scope

This document introduces the first iteration of Al4Gov platform’s reference architecture and its
integration approach. Thus, the purpose of this document is two-fold. At first, it provides an
initial list of measurable and specific system requirements that will drive the design of the
architecture of the Al4Gov platform and will be used as the basis for the implementation of the
relevant functionalities that will be offered by the various software components of the platform.
Secondly, it also seeks to provide an initial architecture that will drive the interactions among
the different software artefacts developed by the Al4Gov partners. The latter is also a basis for
the component names and offers a preliminary analysis of the possible deployments that will
follow during the lifetime of the project.

This document is the product of the work carried out by the T2.3 — “Reference Architecture
Specification”. The main goal of this task is to analyse the technical requirements and to
conclude an agreement with the technical partners regarding the reference architecture that
will address the technical requirements as identified and presented in the context of this
deliverable. All the component leaders were involved during the definition, refinement, and
agreement on the common reference architecture, as presented in this deliverable.

Starting with the analysis of the technical requirements, this document seeks to produce a
measurable requirement set, which will be tracked against the developments during the project
lifecycle to ensure that the needs arising from the complex nature of Al4Gov will be fully
addressed and properly considered. Moreover, another important objective of task T2.3 —
“Reference Architecture Specification” is to investigate and analyse the State-of-the-Art (SotA)
techniques and approaches for all the envisioned Al4Gov technologies and components. Both
these two objectives represent a valuable input for the design of the platform’s overall
architecture and all project-related research activities. As a key content of this deliverable, this
analysis seeks to address and highlight all the technical perspectives of the project and to act as
a valuable input for its other technical-related tasks and its reference architecture.

Thus, as concerns the project’s reference architecture, the main purpose of this document is to
define several guidelines among the consortium and present a common view about the
integrated Al4Gov platform. The main topics that this version of the document addresses
concern the variety of software artefacts that will be developed, the communication pattern
used, the diversity of graphical user interface provided, the infrastructure needed for testing
and validation, and the envisaged deployment. This document does not address the internal
design choices of the components, or the different nature of the data to be ingested or
analysed, but it aims to clarify the impact of the gathered requirements on the designed
components and to highlight and describe some useful interactions. The next versions of this
series of deliverables, i.e., D2.4 (due on M24) and D2.5 (due on M36), will also be
complemented by the work carried out in the context of T2.4 — “Integration of Al4Gov Platform
and Tools” with regards to the integration approach and all relevant implementations. A brief
description of the integration approach will be provided in this document though.
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1.2 Linking with other Tasks and Deliverables

The analysis and elicitation of the technical requirements of the corresponding technologies
have been carried out considering the exact needs and concerns that have been identified by
the current communities, end-users and related actors that are related to the Al4Gov pilots and
providers, and as they have been reported as user requirements in the context of D6.1 —
“Specification of UC Scenarios and Planning of Integration and Validation Activities V1”. As a
result, the analysis that has been made in the context of current deliverable interlinks the user
requirements (stakeholder requirements), with the technical requirements (system and
software requirements). Moreover, this document recalls the principles and the assumptions
made about data provenance, data security, and data privacy aspects as they are reported in
D1.2 — “Data Management Plan V1” to further support the analysis of the technical
requirements and the design of the reference architecture. It should be noted that all partners,
and especially those that lead and integrate to the technical-related Work Packages (WPs) of
the Al4Gov project, i.e., WP3 and WP4, provide content related to their contribution. The
content and outcomes of this deliverable will act as input for the design and implementation of
the project’s key components, and as guidelines for the implementation of their internal
workflows, as well as for the integration approaches and techniques that should be followed
throughout the lifecycle of the project.

1.3 Document structure

The rest of this deliverable is organised and structured into five main sections. To better
understand the software technology requirements, this deliverable provides in Section 2 a
state-of-the-art analysis and specifies a list of the baseline technologies that are intended to be
used in the development and implementation of the platform. The latter will result in the
identification and provision of the components’ technical requirements, also documented in the
contents of this Section.

Afterwards, Section 3 has a threefold objective:

e to provide a global overview on the adopted architecture definition approach,

e to describe, both for technical and non-technical audience, how Al4Gov fits into the
existing environments, who and how will use the system, and

e to present the main functionalities and components of the system.

Section 4 collects the envisaged software artefacts and components that will compose the
Al4Gov solution.

Due to the heterogeneous nature of the pilot partners, Section 5 depicts the infrastructure
needed by Al4Gov in order to perform its tasks and provide its features, as well as provides an
initial description and plan of the integration approach that will be followed.

Finally, Section 6 concludes this document and states the future work for the next version of
this deliverables' series.
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As previously noted, the next versions of this deliverables’ series, i.e., D2.4 (due on M24) and
D2.5 (due on M36), will be complemented by the work carried out in the context of T2.4 —
“Integration of Al4Gov Platform and Tools” with regards to the integration approach and all
relevant implementations and interconnections. Thus, updates and revisions as concerns the
integration status and approach will follow in the next versions.
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2 Technical Components and Requirements

This section provides a list of the initial technical component requirements for the Al4Gov
project. These requirements are related to specific components, which can be either a program,
a software component, an existing product that will be used as part of the overall platform, or a
set of combinations of all the above, that implements a specific functionality and provides a set
of capabilities via well-defined interfaces. It should be noted that in the below subsections and
especially in the “Reference Scenarios” input fields, the below custom coding is used for the
mapping of technical components and requirements, as introduced in the context of D6.1 —
“Specification of UC Scenarios and Planning of Integration and Validation Activities V1”
scenarios. The latter is applied for the sake of brevity and for reasons of clarity and overall
consistency in this document.

P1UC1: Diputacién Provincial de Badajoz (DPB) pilot - Use Case #1 Water management
cycle — drinking water

P1UC2: Diputacion Provincial de Badajoz (DPB) pilot - Use Case #2 Water management
cycle — Sewage water

P2UC1: Joseph Stefan Institute (JSI) pilot - Use Case #1 IRCAI global top 100 projects
P2UC2: Joseph Stefan Institute (JSI) pilot - Use Case #2 SDG Observatory

P2UC3: Joseph Stefan Institute (JSI) pilot - Use Case #3 OECD policy documents analysis
P3UC1: Municipality of Vari-Voula-Vouliagmeni (VVV) & Ministry of Tourism (MT) pilot -
Use Case #1 Parking tickets monitoring

P3UC2: Municipality of Vari-Voula-Vouliagmeni (VVV) & Ministry of Tourism (MT) pilot -
Use Case #2 Waste management - Pay As You Throw (PAYT)

2.1 Decentralized blockchain-based infrastructure

2.1.1 Goals and Objectives

The main goal of the decentralised blockchain infrastructure (referred to as blockchain for
shortness), is to provide transparency and traceability for storage and business logic execution.
From a pilot execution point of view, the main concrete objectives can be defined as:

Capability to upload and version documents. By using blockchain, the information and
the history of documents will be visible to all; this can be leveraged both by policymakers
to ensure that they always have access to correct and verified current and historical
data, and by programs that act on these data.

Transparency in the execution of code running based on data shared via the blockchain.
Tools such as the Policy Recommendation Toolkit can run as smart contracts
guaranteeing to all peers of the network that output was generated using universally
agreed business logic, as this is encoded in the code of the smart contract.
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2.1.2 State of the Art

Although originally created in the context of cryptocurrency, blockchain technology has been
found to be useful in many other areas such as e-governance and supply chain. Most early,
blockchain technologies were based on the concept of the public blockchain; in a public
blockchain, everyone can access the blockchain using a public-private key pair (i.e., a wallet)
that allows them to create and sign transactions. As validation of transactions must be
performed by all or a majority of the peers, an incentive must be given to peers so that they
participate in this validation process. A token that is mined by the “mining” peers is the typical
reward mechanism that is implemented by most public blockchains, such as Bitcoin. Instead of
only implementing direct transactions between peers, it is possible to also implement special
programs that run on the blockchain and allow more complex transactions. Starting from the
Ethereum network, fully Turing complete programs, called smart contracts, can run on the
blockchain; the byte code of these contracts is written on the blockchain, and any peer can
invoke these contracts by using their address.

Public blockchains are difficult to use in business-oriented scenarios. Firstly, the tokenisation
schemes used by each blockchain may not be suitable in different business scenarios. Secondly,
most business scenarios involve the participation of organisations and users with a verifiable
identity, not being able to use an anonymous account. To address these limitations,
permissioned blockchains which verify users’ identity (e.g., through a certificate authority and a
member’s list) have been implemented. As validation is performed by special nodes called
“orderers”, through a variety of validation schemes (e.g., single node, majority voting etc.), a
permissioned blockchains typically do not possess an innate token mechanism. The cost of
running the “orderers” is taken by the organisation(s) using the blockchain, who, of course, have
a strong incentive to do so, especially if the blockchain covers their business needs. Similarly,
various implementations of private blockchains exist. Hyperledger Fabric, developed by the
Linux Foundation, is an example of an implementation, used widely through a variety of public
and private institutions. In the public services domain, in particular, EU has already deployed its
own blockchain infrastructure based on Hyperledger Fabric. This infrastructure is called EBSI and
has already demonstrated the capability of cross-border certification of official documents (Tan,
2023).

2.1.3 Background technology

Key baseline technologies that will be utilised for developing the project’s blockchain
infrastructure are listed in the table below, i.e., Table 1.

Table 1: T3.1 - Background Technology

Technology Name Technology Advancements / Usage

Description

elDAS authenticator A prototype for The prototype will be developed into a full
implementing system that can be used as an entry point for
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authentication and user authentication,authorisation and
attribute credential management.
authentication

based on elDAS

regulation, using

HyperLedger Fabric

HyperLedger Fabric A set of scripts for  The orchestrator will be used for deploying all
Orchestrator rapidly defining necessary blockchain infrastructure needed
topology of a for the project.
blockchain

network based on
HyperLedger Fabric
and deploying it
into a set of
development
machines or in a
production
environment

2.1.4 Component to User Requirements

Below are the nine (9) tables, i.e., Tables 2 — 10, that map the respective User Requirements
with the Blockchain Infrastructure that seeks to be designed and implemented in the context of
the Al4Gov project.

Table 2: T3.1 - 1st Component Functionality

Source User Access to current and historical drinking water quality reports and
Requirement verification of the report’s originator identity.

Use case quote P1UC1 As a worker at the municipal consortium for water
management, | want to know as quickly as possible of any
potential problems in the drinking water system, without having
to check manually so that waste of water, power and time can be
reduced all along the water treatment cycle.

Generic/Specific Generic
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Task/Component

Lead partner

Source User
Requirement

Use case quote

Generic/Specific
Task/Component

Lead partner

Source User
Requirement

Use case quote

T3.1 - Decentralized Data Provenance and Reliability
UBI

N/A

Table 3: T3.1 - 2nd Component Functionality

U-REQ-T3.1-02

Access to current and historical sewage water quality reports and
verification of the report’s originator identity.

P1UC1 As a worker at the municipal consortium for water
management, | want to know as quickly as possible of any
potential problems in the sewage water system, without having to
check manually so that waste of water, power and time can be
reduced all along the water treatment cycle.

Generic
T3.1 - Decentralized Data Provenance and Reliability
UBlI

This user requirement mapping is very similar to U-REQ-T3.1-0.1
and it is mainly differentiated in the type of water being treated

Table 4: T3.1 - 3rd Component Functionality

U-REQ-T3.1-03

Decentralized storage of reports and attachment of report
metadata (e.g., annotations).

P2UC1 As a reviewer of the IRCAl Top 100 program, | need to
evaluate ethical considerations and bias in the submitted projects,
so that we identify the Al projects that could be showcased for
others (in terms of ethics).
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Generic/Specific Generic
Task/Component T3.1 - Decentralized Data Provenance and Reliability
Lead partner UBI

N/A

Table 5: T3.1 - 4th Component Functionality

U-REQ-T3.1-04
Source User Smart contracts to deliver data for visualization and rankings,
Requirement based on blockchain anchored reports.
Use case quote P2UC2 As a decision maker, | want to be able to compare and rank

different countries and regions to see their achievements about
the SDG of my choice, so that | can identify the best performing
countries and follow their practices.

Generic/Specific Generic
Task/Component T3.1 - Decentralized Data Provenance and Reliability
Lead partner UBI

N/A

Table 6: T3.1 - 5th Component Functionality

U-REQ-T3.1-05
Source User Transparent storage and retrieval (via smart contracts) of the
Requirement violation data together with the origin of the information.
Use case quote P3UC1 As a municipal officer in charge of the Municipal police, |

want to know which are the areas, days and hours that violation of
parking rules is observed, so that | allocate municipal police staff
and equipment in an optimum way.
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Generic/Specific

Task/Component

Lead partner

Source User
Requirement

Use case quote

Generic/Specific
Task/Component

Lead partner

Source User
Requirement

Use case quote

Generic
T3.1 - Decentralized Data Provenance and Reliability
UBI

N/A

Table 7: T3.1 - 6th Component Functionality

U-REQ-T3.1-06

Transparent storage and retrieval (via smart contracts) of the
violation data together with the origin of the information.

P3UC1 As a member of the Municipal Council, | want to know
which are the areas, days, and hours that violation of parking rules
is observed, so that | allocate necessary funds and resources to
address the problem.

Generic
T3.1 - Decentralized Data Provenance and Reliability
UBlI

This user requirement mapping is nearly identical to U-REG-T3.1-
05. The data are the same; only the relevant actions are
differentiated which are not part of the specific user
requirements.

Table 8: T3.1 - 7th Component Functionality

U-REQ-T3.1-07

Transparent storage of Waste Management and Recycling Unit
data together with resource allocation algorithms (via smart
contracts).

P3UC2 As a municipal officer in charge of the Municipal police, |
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want to know which are the areas, days, and hours that violation
of parking rules is observed, so that | allocate municipal police
staff and equipment in an optimum way.

Generic/Specific Generic
Task/Component T3.1 - Decentralized Data Provenance and Reliability
Lead partner UBI

N/A

Table 9: T3.1 - 8th Component Functionality

U-REQ-T3.1-08
Source User Resource allocation algorithms (via smart contracts) for the Pay As
Requirement You Throw System.
Use case quote P3UC2 As a member of the Municipal Council, | want to know

which are the optimum areas and to predict the financial
outcomes regarding the expansion of the Pay As You Throw
System, so that | allocate necessary funds and resources.

Generic/Specific Generic
Task/Component T3.1 - Decentralized Data Provenance and Reliability
Lead partner UBI

This user requirement mapping is very similar to U-REQ-T3.1-0.7

Table 10: T3.1 - 9th Component Functionality

U-REQ-T3.1-09
Source User Delivery of smart contracts utilised to facilitate actors’
Requirement contributions to the Al4Gov distributed ledger.
Use case quote P1UC1 As a member of the local administration, | want to have a

clear picture of the main areas for improvement within the
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drinking water treatment system so that | have the most
information available when making decisions on infrastructure
improvement and long-term strategies.

Generic/Specific Generic

Task/Component T3.1 - Decentralized Data Provenance and Reliability
Lead partner UBI

Public actors and policy makers can share information and state as
part of Al4Gov through secure state synchronization techniques.

2.1.5 Component to Technical Requirements

In the below tables, i.e., Tables 11 — 13, are listed the technical requirements that will be
covered through the design and implementation of the Blockchain Infrastructure. These
requirements are mapped to specific framework functionalities and further address user
requirements as identified in the context of pilot scenarios and further mapped above with this
component.

Table 11: T3.1 - 1st Technical Requirement

o o
m Authorization mechanism based on elDAS.
U-REQ-T3.1-01, U-REQ-T3.1-07, U-REQ-T3.1-08

Description & quantification In case of access to decentralized data, elDAS
authorization provides means for cross-border user
identification and user attributes management.

Additional information (source, Instead of using traditional organisation or country
(o ETE T (1 (5 { [ Vo Ja e [-XWG s 1 [s MM specific login mechanisms, the user is authenticated via
of the process) elDAS.
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Success criteria Successful login and attribute assignment

Table 12: T3.1 - 2nd Technical Requirement

o e
m Decentralized storage via anchoring to the blockchain
files that are stored off-chain.

Functionality ID U-REQ-T3.1-01, U-REQ-T3.1-02, U-REQ-T3.1-03, U-REQ-
T3.1-05, U-REQ-T3.1-06, U-REQ-T3.1-07

Description & quantification Data that need to be verified, monitored, and traced
must be stored using a blockchain mechanism to ensure
the above traits.

Additional information (source, Following standard practices, files are not stored directly
(I EI A (g A (oL (o] g e [T i [s WM in the blockchain, but are accessed via specific blockchain
of the process) anchors that point to the files.

Success criteria Accessing the correct file and verifying its contents by
sing the appropriate smart contract.

Table 13: T3.1 - 3rd Technical Requirement

o o
Technical requirement code T-REQ-T3.1-0.3

Ability to run globally verified and reproducible code via
smart contracts.

Functionality ID U-REQ-T3.1-01, U-REQ-T3.1-02, U-REQ-T3.1-03, U-REQ-
T3.1-05, U-REQ-T3.1-07, U-REQ-T3.1-08
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Description & quantification Storage and delivery of commonly shared resources need
to be performed in a way that ensures the endorsement
of all to guarantee trust on data. Extraction of statistics
and recommendations based on the data needs also to
be transparent in the sense that each peer is able to
reproduce the same results.

Additional information (source, Following standard practices, files are not stored directly
(I (S A (o (e g e [l o Ji o [s WM in the blockchain, but are accessed via specific blockchain
of the process) anchors that point to the files.

Success criteria Successful invocation of smart contract and validation
from all relevant peers.

2.2 Policy Recommendation Toolkit

2.2.1 Goals and Objectives

The Policy Recommendation Toolkit (PRT), aims to offer organisations a high-level tool that will
facilitate:

e Uploading of documents describing policies, which will be encoded into a JSON based
descriptive language.

e Searching and viewing existing policy documents.

e Defining custom policies either by extending existing ones, or from scratch.

e The usage of a recommendation engine that will allow users to set hard and soft targets
for new policies; the recommendation engine will then retrieve the set of policies that
best matches the selected criteria.

e Visualisation of existing policies effectiveness against various defined criteria.

2.2.2 State of the Art

Technology-wise, the PRT is composed of two parts: an expert system part for recommendation
and a representation one for illustrating entities, metrics, and rules. Expert systems have been
widely used in enterprises and have been greatly enhanced by using Machine Learning. They
have been employed in various domains and, in particular, in the domain of policy making, i.e.,
the PolicyCLOUD project has implemented a policy management system for tracking policies
(Kyriazis, 2020).
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For knowledge representation, Knowledge Graphs can be used to encode complex entities and
relations. Rule languages, such as Drools or SWRL can also be embedded in Knowledge Graphs.
This allows visual representation and explainability regarding the recommendation of the
Toolkit.

To allow for transparent execution of the rule systems, the rules of the engine are to be
encoded and executed via smart contracts so that recommendations, that are to be used by
multiple organisations, can be validated by each of them. Regarding smart contracts, various
Turing complete languages appropriate for different blockchain technologies exist. Solidity,
which is used for the public Ethereum network, is historically the first of them. For permissioned
blockchains, such as the one that is going to be used in Al4Gov, there exist various alternatives.
The HyperlLedger ecosystem supports multiple platforms for writing smart contracts (or
chaincode as it is more precisely called within the context of the HyperLedger ecosystem) such
as Go and Javascript in HyperLeger Fabric, or even Solidity in the HyperLedger Besu platform.

2.2.3 Background technology

Key baseline technologies that will be utilised for developing the Policy Recommendation
Toolkit are listed in the table below, i.e., Table 14.

Table 14: T3.3 - Background Technology

Technology Name Technology Advancements / Usage

Description

WERETEICTECEL LI A prototypical DSS  The rule engine of the WasteWater DSS will

DSS for recommending  be expanded to cover the domain of each
best exploitation pilot and it will be migrated into a smart
paths for contract to allow for concurrent and
wastewater reproducible execution.

extracted in small
farming units.

2.2.4 Component to User Requirements

Below follow the eleven (11) tables, i.e., Tables 15 — 25, that map respective User Requirements
with the PRT that seeks to be designed and implemented in the context of the Al4Gov project.

Table 15: T3.3 - 1st Component Functionality
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Source User Searching and retrieving documents relevant to existing policies.
Requirement

Use case quote P1UC1 As a member of the local administration, | want to use
large-scale data to evaluate the use of water throughout the
province, so that | may pursue the correct policies and make the
necessary budget allotments.

T3.3 — Policy Recommendation Toolkit

Table 16: T3.3 - 2nd Component Functionality

Source User Definition of new policies concerning drinking water management.
Requirement

Use case quote P1UC1 As a member of the local administration, | want to use
large-scale data to evaluate the use of water throughout the
province, so that | may pursue the correct policies and make the
necessary budget allotments.

T3.3 — Policy Recommendation Toolkit

Table 17: T3.3 — 3™ Component Functionality
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Source User Recommendation of best policies based on set target KPIs.
Requirement

Use case quote P1UC1 As a member of the local administration, | want to use
large-scale data to evaluate the use of water throughout the
province, so that | may pursue the correct policies and make the
necessary budget allotments.

T3.3 — Policy Recommendation Toolkit

Table 18: T3.3 - 4th Component Functionality

Source User Searching and retrieving documents relevant to existing policies.
Requirement

Use case quote P1UC2 As a member of the local administration, | want to use
large scale data to evaluate the use of water throughout the
province, so that | may pursue the correct policies and make the
necessary budget allotments.

T3.3 — Policy Recommendation Toolkit
_ Similar to U-REQ-T3.3-01 but applied for the sewage water case.

Table 19: T3.3 - 5th Component Functionality
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Source User Definition of new policies concerning sewage water management.
Requirement

Use case quote P1UC2 As a member of the local administration, | want to use
large-scale data to evaluate the use of water throughout the
province, so that | may pursue the correct policies and make the
necessary budget allotments.

T3.3 — Policy Recommendation Toolkit
_ Similar to U-REQ-T3.3-02 but applied for the sewage water case.

Table 20: T3.3 - 6th Component Functionality

Source User Recommendation of most relevant ethical and bias considerations.
Requirement

Use case quote P2UC1 As an applicant to the IRCAI Top 100 projects, | need to
understand which ethical and bias consideration | should consider
whilest building my models, so that my created models are fair.

Generic/Specific Generic

Task/Component T3.3 — Policy Recommendation Toolkit

Table 21: T3.3 - 7th Component Functionality

U-REQ-T3.3-07

m Rule based ranking engine, based on input scores.
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Requirement

Use case quote P2UC2 As a decision maker, | want to be able to compare and rank
different countries and regions to see their achievements about
the SDG of my choice, so that | can identify the best performing
countries and follow their practices.

Generic/Specific Generic

Task/Component T3.3 — Policy Recommendation Toolkit

c
&

Lead partner

N/A

Table 22: T3.3 - 8th Component Functionality

U-REQ-T3.3-08

Source User Searching and retrieving documents relevant to existing policies.
Requirement

Use case quote P2UC2 As an expert for Al ethics, | would like to see which national
policy documents are talking about Al ethics and are considering
bias in Al, so that | can identify the current regulations and good
practices.

Generic/Specific Generic
Task/Component T3.3 — Policy Recommendation Toolkit
Lead partner UBI

Similar to U-REQ-T3.3-01 and U-REQ-T3.3-04

Table 23: T3.3 - 9th Component Functionality

U-REQ-T3.3-09

Title

Ranking of policies based on relevance to dealing with bias in Al
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Use case quote P2UC2 As a decision maker, | would like to identify best policy and
legal practices dealing with bias in Al and Al ethics, so that | can
follow and adapt those best practices for my country.

Generic/Specific Generic

Task/Component T3.3 — Policy Recommendation Toolkit

EEa -
S

Table 24: T3.3 - 10th Component Functionality

Source User Rule-based strategy planner based on parking data information.
Requirement

Use case quote P3UC1 As a member of the Municipal Council, | want to get
information about the Parking problems in the city, so that | can
facilitate the implementation of the Sustainable Urban Mobility
Plan and Strategy2.

Generic/Specific Generic
Task/Component T3.3 — Policy Recommendation Toolkit

Table 25: T3.3 - 11th Component Functionality

Source User Rule based resource allocation.

Requirement
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Use case quote P3UC1 As a member of the Municipal Council, | want to know
which are the areas, days, and hours that violation of parking rules
is observed, so that | allocate necessary funds and resources to
address the problem.

T3.3 — Policy Recommendation Toolkit

2.2.5 Component to Technical Requirements

In the following five (5) tables, i.e., Tables 26 — 30, the technical requirements that will be
covered through the design and implementation of the Policy Recommendation Toolkit are
listed. These requirements are mapped to specific component functionalities and further
address user requirements, as identified in the context of pilot scenarios.

Table 26: T3.3 - 1st Technical Requirement

o o
m Integration with the Policy Recommendation Engine
U-REQ-T3.3-01, U-REQ-T3.3-03, U-REQ-T3.3-07

Description & quantification The Policy Recommendation Frontend should
communicate with the Policy Recommendation Engine to
retrieve entities and policies (stored KPI’s, Domains,
Stakeholders, etc.).

Additional information (source,
characteristics, short description N/A
of the process)
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Reference Scenarios All

Success criteria Successfully store the created policy, its respective KPls
and rules.

Table 27: T3.3 - 2nd Technical Requirement

o e
Technical requirement code T-REQ-T3.3-2

Integration with the Interactive Self-Explained
Visualization Workbench

Functionality ID U-REQ-T3.3-01, U-REQ-T3.3-02, U-REQ-T3.3-05, U-REQ-
T3.3-06, U-REQ-T3.3-09

Description & quantification The Policy Recommendation Frontend should
communicate with the Interactive Self-Explained
Visualization Workbench component to retrieve the list
of available tools and visualizations and to send requests
for analytics. It should also check the status of the
pending jobs and retrieve the results from it.

Additional information (source,
characteristics, short description
of the process)

Success criteria Successfully visualize the results of the
recommendations.

N/A

Table 28: T3.3 - 3rd Technical Requirement

T

Technical requirement code T-REQ-T3.3-3
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m Integration with blockchain and smart contracts

Functionality ID U-REQ-T3.3-01, U-REQ-T3.3-02, U-REQ-T3.3-07, U-REQ-
T3.3-10, U-REQ-T3.3-11

Description & quantification Rules of the Policy Recommendation Engine to be
encoded and executed via smart contracts

Additional information (source,
characteristics, short description
of the process)

Success criteria Successful encoding and execution of rules via the
blockchain infrastructure.

N/A

Table 29: T3.3 - 4th Technical Requirement

R
m Knowledge Graphs Visualization

Functionality ID U-REQ-T3.3-03, U-REQ-T3.3-04, U-REQ-T3.3-06, U-REQ-
T3.3-08, U-REQ-T3.3-09

Description & quantification Involves the utilisation graphical elements such as nodes,
edges, and various visual cues to help policy makers
better understand the relationships and connections
between different pieces of information within the graph
and related to their policies.

Additional information (source,
characteristics, short description
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of the process) N/A

Success criteria Knowledge Graphs Visualizations that can be used to
encode complex entities and relations on policies.

Table 30: T3.3 - 5th Technical Requirement

o o
m User Authentication & Authorization

Functionality ID U-REQ-T3.3-01, U-REQ-T3.3-02, U-REQ-T3.3-04, U-REQ-
T3.3-06, U-REQ-T3.3-08, U-REQ-T3.3-09

Description & quantification PRT users should be able to authenticate using their
credentials into the system (Login). The content will be
dynamically changed depending on users’ permissions
(user role based).

Additional information (source,
characteristics, short description
of the process)

Success criteria A user supplies the credentials and enters (logins) into
the platform. Logged in user can create a new policy
model and submit it in the policy store.

N/A
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2.3 Virtualized Unbiasing Framework (VUF) — Bias Detector Toolkit

2.3.1 Goals and Objectives

Virtualised Unbiasing Framework (VUF) encompasses the design, implementation, and
integration of different key project’s Al components, such as the XAl library, Bias Detector
Toolkit, Adaptive analytics framework and Policy-Oriented Analytics and Al algorithms that are
developed under the scoped of WP4 — “Trustworthy and Unbiased Al”. However, the main
technological outcome of this framework and task is represented by the Bias Detector Toolkit
component. It is an information synthesis of methods to mitigate bias, displayed as an
interactive catalogue - Bias Detector Toolkit. The catalogue will be augmented with an
explanatory introduction for a thorough understanding of bias and with examples to raise
awareness of bias mitigation.

In that direction, the key objectives of the Bias Detector Toolkit can be summarised as below:

e raising awareness of the importance of bias mitigation.
¢ information synthesis of debiasing processes.
e adapting the outputs of the component to the use case scenarios.

2.3.2 State of the Art

Several frameworks, models and techniques are constantly being developed for bias mitigation.
The Bias Detector Toolkit component is designed to provide information, visualisations and
tools for identification and mitigation of bias in Al models. This component incorporates state-
of-the-art techniques, algorithms, and data sources to provide accurate and reliable bias
assessment and remediation capabilities. Going beyond a traditional catalogue, the Bias
Detector Toolkit is going to have a powerful visual component, structuring the mitigation tools
in an intuitive way, more approachable to both developers and policy making stakeholders.

2.3.3 Background technology

Key baseline technologies and platforms that will be utilised for developing the Bias Detector
Toolkit are listed in the table below, i.e., Table 31.

Table 31: T4.1 - Background Technology

Technology Technology Description | Advancements / Usage

Name

IRCAI Top In-house developed
[ IN T I-(a <3 Web-based
platform infrastructure for
submitting the projects
and for reviewers to
evaluate the submitted

IRCAI Top 100 projects platform
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SDG In-house developed SDG observatories platform
(o] JITAEN ([T Web based exploratory
platform data visualization tools.

2.3.4 Component to User Requirements

Below follow four (4) tables, i.e., Table 32 — 35, that map respective User Requirements with the
Bias Detector Toolkit that seeks to be implemented in the context of the VUF framework of the
Al4Gov project.

Table 32: T4.1 - 1st Component Functionality

Source User Ensuring Ethical Excellence by Reviewing Al Projects for Inclusion
Requirement in the IRCAI Top 100 Program

Use case quote P2UC1 - As an applicant to the IRCAI Top 100 projects, | need to
understand which ethical and bias consideration | should think of
when building my models, so that my created models are fair.

P2UC1 - As a reviewer of the IRCAI Top 100 program, | need to
evaluate ethical considerations and bias in the submitted projects,
so that we identify the Al projects that could be showcased for
others (in terms of ethics).

Generic/Specific Generic & Specific

Task/Component T4.1 - Virtualized Unbiasing Framework (VUF) for Al & Big Data /
Bias Detector Toolkit

Table 33: T4.1 - 2nd Component Functionality
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Source User Uncovering and Rectifying Data Biases for Comprehensive
Requirement Sustainability Insights based on the SDG observatory

Use case quote P2UC2 - The development of the SDG observatory aims to address
the problem of possible bias in data and in general as much as
possible. This UC will develop a tool that will detect and eliminate
biases to make the data as unbiased as possible, while identifying
the topics and themes that are more prone to bias. Bias could also
be in not showing some data, that are otherwise relevant, so this
UC is interested in the lack of data as well (for instance, because it
is not available).

Generic/Specific Generic & Specific

Task/Component T4.1 - Virtualized Unbiasing Framework (VUF) for Al & Big Data /
Bias Detector Toolkit

Table 34: T4.1 - 3rd Component Functionality

Source User Unbiased analytics on a municipality region
Requirement

Use case quote P3UC1, P3UC2 Tourism-driven multi-domain policy management
and optimization (VVV/MT), Use case #3.
Generic/Specific Specific

Task/Component T4.1 - Virtualized Unbiasing Framework (VUF) for Al & Big Data /
Bias Detector Toolkit

Lead partner JSI

_ A checklist for detecting bias in the policy use cases of the pilot.
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Table 35: T4.1 - 4th Component Functionality

Source User Unfolding the potentials of creating unbiased policies on a water
Requirement cycle management scenario

Use case quote P1UC1, P1UC2 Policies for Sustainable Water Cycle Management
at a Large Scale, Use case #1.

Generic/Specific Specific

Task/Component T4.1 - Virtualized Unbiasing Framework (VUF) for Al & Big Data /
Bias Detector Toolkit

_ A checklist for detecting bias in the policy use cases of the pilot.

2.3.5 Component to Technical Requirements

In the following four (4) tables, i.e., Tables 36 — 39, the technical requirements that will be
covered through the design and implementation of the VUF and Bias Detector Toolkit are
listed. These requirements are mapped to specific component functionalities and further
address user requirements as identified in the context of pilot scenarios.

Table 36: T4.1 - 1st Technical Requirement

N
m Pilots’ requirements for VUF with Bias Detector Toolkit
U-REQ-T4.1-01, U-REQ-T4.1-02

Input from pilots.

Additional information (source, Sustainable Development and the European Green Deal
(o ETE T (g (S A [ Vo T e [ Te 1A 1i M (JSI), UCH1 and UCH#2. Outputs will also be tailored for
of the process) VVV/MT and DPB pilots.
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Priority OPT

Reference Scenarios Primarily P2UC1, P2UC2, P2UC3, with possible
enhancement on VVV/MT and DPB pilot scenarios.

Success criteria Improved methodology for bias mitigation in pilots.

Table 37: T4.1 - 2nd Technical Requirement

o o
m Authentication for use cases

Description & quantification A system that will enable secure authentication for
accessing the catalogue’s part specially tailored for use
cases.

Additional information (source, P2UC1, P2UC2. Outputs will be also tailored for VVV/MT
(o I (A (g 5 (o g (o] g e [l g o] [o1s W and DPB pilot scenarios.
of the process)

P1UC1, P1UC2, P2UC1, P2UC2, P3UC1, P3UC2

Success criteria Pilots can access their specific part of Bias Detector
catalogue.

Table 38: T4.1 - 3rd Technical Requirement

Technical requirement code T-REQ-T4.1-3
FUN

Connection with APIs
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Functionality ID U-REQ-T4.1-01, U-REQ-T4.1-02, U-REQ-T4.1-03, U-REQ-
T4.1-04

Description & quantification Integration with external APls

Additional information (source,
characteristics, short description
of the process)

API connection successfully implemented

Table 39: T4.1 - 4th Technical Requirement

Technical requirement code T-REQ-T4.1-4

FUN

Database / input system for injection of resources into
Bias Detector Catalogue webpage

Functionality ID U-REQ-T4.1-01, U-REQ-T4.1-02, U-REQ-T4.1-03, U-REQ-
T4.1-04
Description & quantification A system that enables (semi)automatic injection of

resources in the Bias Detector Catalogue

Additional information (source,
characteristics, short description
of the process)

Priority OPT

Reference Scenarios All

Success criteria Resource injection is (semi)automatic.
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2.4 SAX/XAI Library (IBM)

2.4.1 Goals and Objectives

A crucial element in business process investigation and optimisation is the explainability of
process outcomes and in-process decisions. The ultimate goal of process explainability is to
produce sound (valid and true), context-aware (considering constraints of the business process
execution and the external circumstances affecting this execution), and human-interpretable
explanations. Such explanations should take into account the broad situations affecting the
process execution and flow, the human preferences, the model performance and the
explanation quality metrics: the causal execution relationships between process activities,
which might differ from time-precedence relationships found in traditional process mining
techniques, feature importance models which take into account the aforementioned true causal
execution dependencies, while also accommodating user-preferences about these features to
balance between accuracy and quality of the explanations as may be determined by various
metrics.

Therefore, the goal of SAX/XAI library is to present a new toolset supporting new methodologies
and techniques for process explainability, enabling generation of sound (valid and true), human-
interpretable, situation-aware explanations for process-execution decisions and outcomes.

2.4.2 State of the Art

Business process management systems aim to monitor, adapt, and improve business processes
with respect to various performance indicators. In the current state of the art, those systems
are Al-empowered to learn, reason and act upon business process data within a set of process
constraints and assumptions. One of the main characteristics of such systems is the ability to
reason and explain their decisions. Usually Al-powered systems employ ML techniques to
analyse process data, predict the desired process behaviours in various circumstances and drive
the execution of those behaviours. XAl techniques are then applied to the ML models to reason
and explain the prediction outcomes. However, state of the art frameworks for explainability
often fail to include the richness of contextual situations that affect or cause process outcomes,
to correctly deduce the causal execution relationships between different process activities and
to take those relationships into account when employing the XAl technigues on a different set
of process attributes to determine which of those affected most the decisions. They also fail to
consider not only technical facets but also to embed user-focused aspects of explainability.

2.4.3 Background technology

Key baseline technologies and platforms that will be utilised for developing the Bias Detector
Toolkit are listed in the table below, i.e., Table 40.

Table 40: T4.2 - Background Technology

Technology Technology Description Advancements / Usage
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DirectLINGAM

XAl techniques
algorithms

LLMs and
frameworks for
development
of LLM-driven
applications

Open-source process mining
platform written in Python providing
process discovery by using process
event logs as an input.

A python open-source
implementation of the LINGAM
algorithm for non-gaussian acyclic
causal discovery.

A set of XAl processes and methods
allowing model-agnostic and model-
specific methods for model
explainability. Such models and
techniques include SHAP, LIME
algorithms, or more model-specific
interpretability methods such as
graphic tree or deep-learning
explainability methods. We will rely
on open-source python
implementation of those algorithms
which can be found in several open-
source packages.

Open-source frameworks such as
Langchain and/or Microsoft
Guidance as well as open source LLM
models such as HuggingFace and
potential integration with IBM
WatsonX.

2.4.4 Component to User Requirements

Process mining will be utilised to
discover business process models,
serving as basis for causal execution
discovery and XAl on process data.

DirectLINGAM algorithm will be used
to support discovery of temporal
causal execution dependencies
among process activities.

XAl techniques will be used for
process-specific explainability of ML
prediction and decision-making
models for business process
analysis.

Will be used for creation of human-
understandable synthesis of various
explainability views into business
processes, including process models,
causal dependency models and XAl.

The following two (2) tables, i.e., Table 41 and Table 42, map the respective User Requirements
with the SAX4BPM services that seeks to be implemented in the context of the SAX/XAI Library

component of the

Al4Gov project.

Table 41: T4.2 - 1st Component Functionality
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Source User Enable true and sound explanations for process outcomes (e.g.,
Requirement bin levels) and in-process decisions (e.g., bin pickups) for process
optimization and improvement.
Use case quote
scheduling considering various external factors (weather, location,
local conditions, events).
Generic/Specific Specific
Task/Component T4.2 — SAX4BPM enabler services

Lead partner IBM

Table 42: T4.2 - 2nd Component Functionality

Source User Streamline and generate human-interpretable explanations for
Requirement business process outcomes and in-process decisions considering
user-preferences and quantitative metrics for explanation quality.

P2UC2 — Waste monitoring and optimization of allocation of stuff
and resources — As a member of the Municipal Council, | want to
know which are the optimum areas, so that | can allocate
necessary funds and resources.

Addresses goals of the use case:

e Areliable and technologically advanced Management
Information System.

e A tool to monitor overall data from Telematics,
recommend optimum areas and predict financial results.

Optimization of garbage bins pickup scheduling and reduction of
costs by creating a prediction model for optimized pickups

Use case quote P2UC2 — Waste monitoring and optimization of allocation of stuff
and resources - As a member of the Municipal Council, | want to
know which are the optimum areas, so that | can allocate
necessary funds and resources.

Addresses goals of the use case:
e A reliable and technologically advanced Management
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Information System.
e A tool to monitor overall data from Telematics,
recommend optimum areas and predict financial results.
e Atool to raise awareness of Citizens and businesses.
Provide high-level human-interpretable context-aware
explanations on garbage pickups optimization and prediction
models to encourage trust and bring clarity to process outcomes
and decisions.

T4.2 — SAX4BPM realisation services

2.4.5 Component to Technical Requirements

The following three (3) tables, i.e., Tables 43 - 45, illustrate the technical requirements that will
be covered through the design and implementation of the SAX4BPM Services. These
requirements are mapped to specific component functionalities and address user requirements,
as identified in the context of pilot scenarios.

Table 43: T4.2 - 1st Technical Requirement

o o
m Process and causal execution dependency analyser

Description & quantification Process and causal execution dependency discovery
module based on event log data to create true
representation of process execution dependency to serve
as basis for process decision and outcome explainability.

Additional information (source, Process event log data required to be fed into this
characteristics, short description [Eeelgg]elelgl=ls}
of the process)
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Priority MAN
Reference Scenarios P2UC2

Success criteria Successful discovery of process dependencies

Table 44: T4.2 - 2nd Technical Requirement

o o
m Process-aware XAl

Description & quantification XAl module based on process temporal execution
dependency module for process-aware explanations, and
driven by user and metric-informed techniques providing
guality-driven explanations.

Additional information (source, Process event log data, process and causal dependency
(I (A (g I A (o g (o) g s [l s Ji 1B models, contextual information, user-preferences
of the process)

Success criteria Global and local process-aware feature importance
designation for specific process decision and outcomes

Table 45: T4.2 - 3rd Technical Requirement

Technical requirement code T-REQT4.2-03
Type FUNC

Short name Human-interpretable explanation synthesis.
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Functionality ID U-REQ-T4.2-02

Description & quantification XAl user-and metric-informed techniques providing
trade-off between explanation quality and performance
(e.g., accuracy) and synthesizing all process perspectives
into single human-interpretable view.

Additional information (source, XAl feature analysis, user-preferences, process-oriented
characteristics, short description REVSIECEGES
of the process)

Success criteria Human interpretable high-quality (based on qualitative
and quantitative metrics) explanations for process
outcomes and decisions

2.5 Policy-Oriented Al and NLP algorithms

2.5.1 Goals and Objectives

“Policy-Oriented Al and NLP algorithms” is being developed in the context of T4.3 — “Improve
Citizen Engagement and Trust utilising NLP” and consists of two (2) sub-components, namely
Policy-Oriented Analytics and Al Algorithms and Adaptive Analytics Framework. The Policy-
Oriented Analytics and Al Algorithms aims to develop several NLP algorithms in order to analyse
large volumes of text data and also assist the respective Al experts. This particular
subcomponent consists of the following mechanisms:

e Question Answering Service
e Time Series Analyser

The scope of the Adaptive Analytics Framework subcomponent is to develop the needed ML
models for performing predictive analytics and optimised resource allocation to satisfy the
needs of the pilots and assist policy makers.

All the above should be executed in an efficient manner, utilising the least possible number of
resources.

2.5.2 State of the Art

There have been several advancements in the fields of policy-oriented Al and NLP. To begin
with, Al has been widely utilised in a variety of sectors in order to assist the corresponding
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policy makers. For instance, in the healthcare domain and during the recent COVID-19 pandemic
a variety of approaches (Rahman, 2021) were introduced in order to help public health experts
form specific policies, protocols and interventions that could potentially protect the citizens
from the pandemic. In those approaches a variety of data analytics took place and a vast
number of ML algorithms were developed (Mavrogiorgou, 2021), in order to monitor the
progress of the pandemic and predict certain outcomes, thus enabling policy makers to make
the right decisions. Towards the same direction, i.e., assisting in data-driven decision making
and thus, creating more useful policies, Al is also being utilised in a variety of sectors such as e-
Governance (Alexopoulos, 2019), transportation (Agbulut, 2022) and environment (Hettinga,
2023). With regard to Al4Gov’'s pilots and the corresponding sectors, which are water
management, sustainability, and tourism, there have also been some advancements in the
literature. More specifically, regarding water management the authors in (Gino Sophia, 2020)
proposed a genetic algorithm based on a fitness function that effectively manages water
distribution with regression of 98%. In (Bhardwaj, 2022), the authors proposed a machine
learning-based framework for the assessment of water quality by utilising a variety of ML-based
algorithms such as logistic regression, naive Bayes, ensemble-based approaches such as
Random Forest and XGBoost to classify the data in appropriate classes and predict turbidity in a
water sample. As for sustainability, a variety of approaches have been proposed as the ones
presented in (Shafig, 2020) and aim to the classification of Sustainable Smart Cities (SSC)
network traffic. Those approaches are based on several ML techniques; most of them are more
traditional while very few approaches utilise more advanced techniques such as reinforcement
learning, ensemble learning and genetic algorithms. Regarding tourism, several approaches
have been developed that aim to address different use case scenarios, mostly for predicting
tourism flows and performing sentiment analysis such as the ones presented in (Xie, 2021), (Li,
2021) and (Puh, 2023).

As for NLP, there have been tremendous advancements, since the high availability of resources
and data have provided new opportunities including Large Language Models (LLMs) that are
capable of performing a wide variety of tasks in different domains. An example of such an LLM is
ChatGPT (Geertsema, 2023) which is capable of a range of tasks, from providing information
about a historical event to even debugging source code and/or generating new one. The reason
for those capabilities is the fact that ChatGPT has been trained on a vast number of data
available on the internet. However, the aforementioned data are neither clean nor unbiased
(Ray, 2023). As a result, the provided answers from such a tool are sometimes biased and/or
wrong. In general terms, the performance of every ML model (either NLP related or not) that is
created is highly correlated with the data that it has been trained on. This means that if the
quality of the data is pure, then the results provided by a model and the model itself will be
pure. To this end, the Policy-Oriented Al and NLP algorithms seek to implement appropriate Al
techniques and NLP algorithms that satisfy the needs of the Al4Gov pilots whilst taking into
consideration any potential challenges and ensuring the development of unbiased ML models.
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2.5.3 Background technology

Key baseline technologies that will be utilised for developing Policy-Oriented Al and NLP
algorithms are listed in the table below, i.e., Table 46.

Table 46: T4.3 - Background Technology

Technology | Technology Description Advancements / Usage

Name

LLICT3 A TensorFlow (TensorFlow, n.d.) is TensorFlow will be utilised to perform data

an open-source software library analysis on the available pilot data

for machine learning and artificial  (streaming and non-streaming) and train

intelligence. specific ML algorithms for predictive
analytics and resource allocation.

Natural The Natural Language Toolkit NLTK will be utilised for processing text
Language (Natural Language Toolkit, n.d.), data and, along with PyTorch, will assist in
Toolkit or more commonly NLTK, is a suite the development of advanced NLP
of libraries for symbolic and algorithms and models.
statistical natural language
processing.
PyTorch PyTorch (PyTorch, n.d.) is a Pytorch will be used to develop specific
machine learning framework NLP algorithms that will meet the
based on the Torch library, used specifications of the Al4Gov pilots.

for applications such as computer
vision and natural language
processing.

2.5.4 Component to User Requirements

2.5.4.1 Question Answering Service

The following table, i.e., Table 47, maps respective User Requirements with the Question
Answering Service that seeks to be implemented in the context of the Policy-Oriented Al and
NLP algorithms component of the Al4Gov project.

Table 47: T4.3 - 1st Component Functionality

D2.3 Reference Architecture and Integration of Al4Gov Platform V1 46

Analytical tool will raise awareness among developers of Al



Requirement solutions

Use case quote P2UC3 OECD policy documents analysis US#1 - As an expert for Al
ethics, | would like to see which national policy documents are
examining Al ethics and are considering bias in Al, so that | can
identify the current regulations and good practices.

Generic/Specific Specific

Task/Component T4.3 Improve Citizen Engagement and Trust utilising NLP / Policy-
Oriented Analytics and Al Algorithms Component

2.5.4.2 Time Series Analyser

The following three (3) tables, i.e., Tables 48 - 50, illustrate respective User Requirements with
the Time Series Analyser Service that seeks to be implemented in the context of the Policy-
Oriented Al and NLP algorithms component of the Al4Gov project.

Table 48: T4.3 - 2nd Component Functionality

Source User Analysing the data over longer periods of time, the pilot would
Requirement help policymakers identify recurring problems and overall trends

Use case quote P1UC1 Water management cycle — drinking water US#2 - As a
member of the local administration, | want to have a clear picture
of the main areas for improvement within the drinking water
treatment system, so that | have relevant information available
when making decisions on infrastructure improvement and long-
term strategies.

Generic/Specific Generic

Task/Component T4.3 Improve Citizen Engagement and Trust utilising NLP / Policy-
Oriented Analytics and Al Algorithms Component
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Table 49: T4.3 - 3rd Component Functionality

Source User Analysing the data over longer periods of time, the pilot would
Requirement help policymakers identify recurring problems and overall trends

Use case quote P1UC2 Water management cycle — Sewage water USH#2 - As a
member of the local administration, | want to have a clear picture
of the main areas for improvement within the sewage water
treatment system, so that | have relevant information available
when making decisions on infrastructure improvement and long-
term strategies.

Generic/Specific Generic

Task/Component T4.3 Improve Citizen Engagement and Trust utilising NLP / Policy-
Oriented Analytics and Al Algorithms Component

Table 50: T4.3 - 4th Component Functionality

Source User Tool that monitors the number of parking tickets issued and
Requirement analyses their time and spatial evolution in order to allocate
municipal police staff, vehicles and equipment in an optimum way

Use case quote P3UC1 Parking Tickets Monitoring US#1 - As a municipal officer in
charge of the Municipal police, | want to know which are the
areas, days, and hours that violation of parking rules is observed,
so that | allocate municipal police staff and equipment in an
optimum way.

P3UC1 Parking Tickets Monitoring US#2 - As a member of the
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Municipal Council, | want to know which are the areas, days, and

hours that violation of parking rules is observed, so that | allocate

necessary funds and resources to address the problem.
Generic/Specific Generic

Task/Component T4.3 Improve Citizen Engagement and Trust utilising NLP / Policy-
Oriented Analytics and Al Algorithms Component

2.5.4.3 Adaptive Analytics Framework

The following three (3) tables, i.e., Table 51, Table 52 and Table 53, describe respective User
Requirements with the Adaptive Analytics Framework that seeks to be implemented in the
context of the Policy-Oriented Al and NLP algorithms component of the Al4Gov project.

Table 51: T4.3 - 5th Component Functionality

Source User The pilot would provide a tool for technicians to detect possible
Requirement sources of inefficiency within the system

Use case quote P1UC2 Water management cycle — drinking water US#2 - Analysis
and cross-comparison of real-time operational data, detect
possible sources of inefficiency within the system

Generic/Specific Generic

Task/Component T4.3 Improve Citizen Engagement and Trust utilising NLP /
Adaptive Analytics Framework Component

Table 52: T4.3 - 6th Component Functionality
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Source User The pilot would provide a tool for technicians to detect possible
Requirement sources of inefficiency within the system

Use case quote P1UC2 Water management cycle — Sewage water US#2 - analysis
and cross-comparison of real-time operational data, detect
possible sources of inefficiency within the system

Generic/Specific Generic

Task/Component T4.3 Improve Citizen Engagement and Trust utilising NLP /
Adaptive Analytics Framework Component

Table 53: T4.3 - 7th Component Functionality

Source User Innovative tool to streamline waste monitoring and optimize the
Requirement allocation of staff and resources.

Use case quote P3UC2 Waste management — Pay As You Throw (PAYT) US#1 — As
a municipal officer in charge of Waste Management and Recycling
Unit, | want to know which are the areas where the Pay As You
Throw System will be expanded so that | facilitate the
Implementation of Pay As You Throw System.

P3UC2 Waste management — Pay As You Throw (PAYT) US#2 - As a
member of the Municipal Council, | want to know which are the
optimum areas, so that | can predict the financial outcomes.

Generic/Specific Generic

Task/Component T4.3 Improve Citizen Engagement and Trust utilising NLP /
Adaptive Analytics Framework Component
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2.5.5 Component to Technical Requirements

2.5.5.1 Question Answering Service

In the following six (6) tables, i.e., Tables 54 — 59, there are listed the technical requirements
that will be covered through the design and implementation of the Question Answering Service.
These requirements are mapped to specific component functionalities and address user
requirements, as identified in the context of pilot scenarios.

Table 54: T4.3 - 1st Technical Requirement

o o
m Text data feed
Text data need to be fed into this component.

Additional information (source, Data source and data schema should be described.
characteristics, short description
of the process)

Successful ingest of text data in this component

Table 55: T4.3 - 2nd Technical Requirement

Technical requirement code T-REQ-T4.3-02

Type FUNC

APIs for communication with the Al4Gov frontend
Functionality ID U-REQ-T4.3-1

Description & quantification APIs for internal use should be developed.

D2.3 Reference Architecture and Integration of Al4Gov Platform V1 51



Additional information (source, Specific APIs should be developed in order to allow the
[ EI (A (g S A (o g Le] g e [Tl g o] [o[s W communication of this component with the frontend of
of the process) the Al4Gov platform.

Success criteria Successful communication between this component and
the Visualization Workbench.

Table 56: T4.3 - 3rd Technical Requirement

T
m Storage of documents.

Description & quantification The OECD documents that this subcomponent uses,
should be stored.

Additional information (source, The OECD documents, as well as any documents that
(o I (A (g I A (o g (o] g e [l g s Ji[o ;WM Originate from them after proper processing, should be
of the process) stored.

Successful storage of OECD Documents.

Table 57: T4.3 - 4th Technical Requirement

Technical requirement code T-REQ-T4.3-04

Type FUNC
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Functionality ID U-REQ-T4.3-1

Description & quantification The text of the OECD documents should be translated to
English.

G GLETRT T FHCLE I The OECD documents are multilingual and, as a result,
(S ET A (g A (o g Lo g s Y o Jd o 1s WM they should be translated to English so that the question
of the process) answering can take place.

Successful translation of OECD Documents.

Table 58: T4.3 - 5th Technical Requirement

o o
m Provided answers accuracy

Description & quantification The accuracy of the provided answers should be
sufficient.

Additional information (source, The accuracy, as well as the consistency of the provided
(L EI A (S A [ (o] g e [T 1]l answers should be sufficient.
of the process)

Success criteria The accuracy of the used algorithms should be above 80%
and the answers provided should be consistent.
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Table 59: T4.3 - 6th Technical Requirement

o o
m Time needed for providing answers

Description & quantification This subcomponent should provide answers in real time,
as fast as possible.

Additional information (source, As long as a user has asked a question, the whole process
(o EI 1o (S A (oL (o] g e [l gToJd[o 1M should last some seconds.
of the process)

Success criteria The whole question answering process should not exceed
the limit of ten (10) seconds.

2.5.5.2 Time Series Analyser

In the following seven (7) tables, i.e., Table 60 — 66, there are listed the technical requirements
that will be covered through the design and implementation of the Time Series Analyser. These
requirements are mapped to specific component functionalities and address user requirements,
as identified in the context of pilot scenarios.

Table 60: T4.3 - 7th Technical Requirement

Technical requirement code T-REQ-T4.3-07

Type FUN
Time series data provided

Functionality ID U-REQ-T4.3-2, U-REQ-T4.3-3, U-REQ-T4.3-4
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Description & quantification Time series data should be provided to this
subcomponent.

Additional information (source, The data that will be provided to this subcomponent
(I (g S A (o (o) g e [l s 1i o [s W should be time series, meaning that they should include
of the process) specific variables such as date/timestamps.

Success criteria Successful provision of data in terms on schema and data
consistency

Table 61: T4.3 - 8th Technical Requirement

o o
m Connection with external APIs
U-REQ-T4.3-2, U-REQ-T4.3-3, U-REQ-T4.3-4

Description & quantification Connection with external APIs in order to retrieve the
time series data.

Additional information (source, The time series data are stored in external platforms, so
(o I (A (g S A (o g (o) g A [l g o Ji [o|; B dedicated APIs should be developed, so that they can be
of the process) retrieved by this subcomponent.

Successful retrieval of time series data.

Table 62: T4.3 - 9th Technical Requirement

Technical requirement code T-REQ-T4.3-09
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Functionality ID U-REQ-T4.3-2, U-REQ-T4.3-3, U-REQ-T4.3-4
Description & quantification Historical data should be analysed.

Additional information (source, The subcomponent should be able to analyse historical
(L ET A (g (S { (oL (o) g e [Yel T 1 [o1s W data that will be provided by the pilots in order to
of the process) provide useful insights.

Table 63: T4.3 - 10th Technical Requirement

R
m Descriptive data analysis

U-REQ-T4.3-2, U-REQ-T4.3-3, U-REQ-T4.3-4

Descriptive data analysis should data place.

Additional information (source, This component should perform descriptive analysis on
(o ETE T (I ([ ToJa e [T 1 [;MM data in order to discover possible trends, erroneous
of the process) values, thus guiding their further analysis.
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Table 64: T4.3 - 11th Technical Requirement

o o
U-REQ-T4.3-2, U-REQ-T4.3-3, U-REQ-T4.3-4
Data should be cleaned

Additional information (source, The provided data should be cleaned so that they are not
(o ETE T S A [ Lo Ja e [ Ts 1 Ti M erroneous, since this will affect the performance of the
of the process) ML models that we be developed based on those data.

Success criteria Successful cleaning of data and removal of erroneous
values.

Table 65: T4.3 - 12th Technical Requirement

R
m Visualisation of time series analysis results.
U-REQ-T4.3-2, U-REQ-T4.3-3, U-REQ-T4.3-4

Description & quantification The results of the time series analysis should be
visualised and available to the users.

Additional information (source, Dedicated API that will allow the communication of the
(o ETE T (I ([ ToJa e [T 1 ;M Time Series Analyser with the Visualization Workbench
of the process) should be developed, so that the results can be
visualised.
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Success criteria Successful communication between this component and
the Visualization Workbench.

Table 66: T4.3 - 13th Technical Requirement

o e
Technical requirement code T-REQ-T4.3-13

m Performance of Time Series Analyser

Functionality ID U-REQ-T4.3-2, U-REQ-T4.3-3, U-REQ-T4.3-4
Description & quantification The accuracy of the used models should be sufficient.

Additional information (source, The models used for performing time series analysis
(o EI (A (S A (o (e g e [l To i o [s WM should have sufficient performance and provide accurate
of the process) results.

The accuracy of the used models should be above 90%.

2.5.5.3 Adaptive Analytics Framework

In the following five (5) tables, i.e., Tables 67 — 71, the technical requirements that will be
covered through the design and implementation of the Adaptive Analytics Framework are
listed. These requirements are mapped to specific component functionalities and address user
requirements, as identified in the context of pilot scenarios.

Table 67: T4.3 - 14th Technical Requirement

Technical requirement code T-REQ-T4.3-14

Type FUN
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m Appropriate data for predictions are provided
Functionality ID U-REQ-T4.3-5, U-REQ-T4.3-6, U-REQ-T4.3-7

Description & quantification Use case related data should be provided to the
mechanism.

Additional information (source, The data provided should contain the appropriate

([ EI (A (S A (oL (o] g e [l g o 1o [s WM Variables. For example, in order to perform resource
of the process) allocation in a certain area, the data should include
coordinates.

The appropriate data are provided.

Table 68: T4.3 - 15th Technical Requirement

o omamn
m Connection with external APIs for streaming data

Description & quantification Connection with external APls in order to retrieve
streaming data.

Additional information (source, The are generated by sensors, so they should be
(o ETE T (g (5 ([ Lo T e [SXWA s 1 Is MM retrieved by the component.
of the process)

Successful retrieval of streaming data.
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Table 69: T4.3 - 16th Technical Requirement

o o
m Predictive analysis

U-REQ-T4.3-5, U-REQ-T4.3-6, U-REQ-T4.3-7

Predictive analysis should take place.

Additional information (source, Algorithms for predictive analytics should be developed
(L EI 1A (g A (L (o] g e [Nl T 14 [e1s MM in order to provide predictions based on the given data.
of the process)

Successful development of predictive ML models.

Table 70: T4.3 - 17th Technical Requirement

o o
Technical requirement code T-REQ-T4.3-17

Visualisation of the Adaptive Analytics Framework’s
results.

Functionality ID U-REQ-T4.3-5, U-REQ-T4.3-6, U-REQ-T4.3-7

Description & quantification The results should be visualised and available to the
users.

Additional information (source, Dedicated API should be provided that will allow the

(o ETETo (14 15 ([ ToTa e [-XWG T 1 I; M communication of the Adaptive Analytics Framework

of the process) with the Visualization Workbench be developed, so that
the results can be visualised.
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Success criteria Successful communication between this component and
the Visualization Workbench.

Table 71: T4.3 - 18th Technical Requirement

o e
Technical requirement code T-REQ-T4.3-18

m Predictive ML models accuracy
Functionality ID U-REQ-T4.3-5, U-REQ-T4.3-6, U-REQ-T4.3-7

Description & quantification The predictive ML models that are developed are
accurate.

Additional information (source, The accuracy and the corresponding metrics of the
(o I (A (g S A (o g (o) g e [l o i [ ;WM developed ML algorithms should be sufficient and above
of the process) 90%.

The predictive ML models’ metrics are sufficient.

2.6 Interactive Self-Explained Visualization Workbench

2.6.1 Goals and Objectives

The Interactive Self-Explained Visualization Workbench is a versatile web application built on
the Next JS framework, which is based on React JS. It serves as a powerful tool for data
visualisation and analysis within the context of Al policy-making and bias assessment. This
component offers a user-friendly interface with intuitive design and customisable themes,
making it easy for users to explore and interact with various data visualisations, including graphs
and charts. It not only empowers users to visualise the results of background analytics
processes, but also provides crucial insights into Al model bias and its creation. With robust
performance and scalability, it ensures a seamless experience for users.
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2.6.2 State of the Art

The field of visualisation applications and technologies has been rapidly evolving, driven by
advances in computing power, data analytics, and user interface design. Data visualisation has
also evolved significantly, with immersive 3D visualisations and interactive dashboards enabling
data-driven decision-making across industries. Machine learning and Al-driven techniques have
enhanced visual analytics by automating data exploration and generating meaningful insights.
Data visualisation tools like Tableau and Power Bl are now used by over 100,000 organisations
worldwide, highlighting the growing importance of data-driven decision support. These
advancements collectively underscore the transformative impact of visualisation technologies in
various domains, promising exciting prospects for research and development in the foreseeable
future. Regarding the Al4Gov’s use case sectors, the following observations were made. In the
realm of water management, these applications offer a comprehensive and real-time view of
water resources, helping stakeholders make informed decisions about allocation and
conservation. By visualising water distribution, usage patterns, and infrastructure, these tools
empower authorities to optimize resource utilisation. In the context of sustainability,
visualisation applications aid in communicating complex data related to environmental impacts
and resource consumption. These tools enable stakeholders to grasp the intricacies of
sustainability initiatives, fostering greater engagement and awareness among both businesses
and the general public. By translating abstract concepts into visually intuitive representations,
such as carbon emissions heat maps or interactive sustainability dashboards, these applications
contribute to more informed choices and, ultimately, a more sustainable future. In the tourism
sector, these applications enable tourism professionals to analyse visitor flows, anticipate
trends, and optimise infrastructure investments, thus enhancing the overall tourism experience
and the industry's contribution to local economies.

2.6.3 Background technology

Key baseline technologies that will be utilised for the design and implementation of the
Interactive Self-Explained Visualization Workbench are listed in the table, i.e., Table 72, below.

Table 72: T4.4 - Background Technology

Technology Name Technology Description Advancements

/ Usage

React.js / Next.js React.js and Next.js provide a flexible framework  Further

for handling data. develop data
handling by
integrating
libraries like
Redux for state
management
or Axios for
making API
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Data Visualisation Utilise data visualisation libraries like D3.js /
Libraries Chart.js to render graphs and charts.

Implement a Ul framework to achieve a
consistent and aesthetically pleasing design
(Material- Ul, Material Tailwind).

CEEIR D EIENSGEIIIM Real time data are used by the pilots
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requests to
various data
sources.
Optimize
performance
by
implementing
code splitting
and lazy
loading for
components
using Next.js.

Customize
these libraries
to handle
different data
formats and
real-time data.
Enhance
interactivity by
adding event
handlers and
user-friendly
tooltips to
provide
detailed
information.

Customize the
theme and
styles to match
the
application’s
branding.

For real-time
updates, it will
integrate a
WebSocket
technology
(e.g., Socket.io)
to establish
bidirectional
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communication
between the
server and
client.

2.6.4 Component to User Requirements

Below follows the table, i.e.,, Table 73, that maps respective User Requirements with the
Interactive Self-Explained Visualization Workbench that seeks to be implemented in the
context of the Al4Gov project.

Table 73: T4.3 - 1st Component Functionality

Source User Enhancing visual analytics, policy-making decisions and explainability via
Requirement an interactive visualisation workbench.

Use case quote P1UC1 Water management cycle — Drinking water #UC1 — An interface
for technicians to detect possible sources of inefficiency within the
system and provide a tool for improving long-term investment strategies.

P1UC2 Water management cycle — Sewage water #UC2 — An interface for
technicians to detect possible sources of inefficiency within the system
and provide a tool for improving long-term investment strategies.

P2UC1 IRCAI global top 100 projects #UC1 — Have an interface to present
rules and bias evaluation of any Al solution in general.

P2UC2 SDG Observatory #UC2 — Be able to compare and rank different
countries and regions to see their achievements about the SDG of choice,
and to identify the best performing countries and follow their practices.

P2UC3 OECD policy documents analysis #UC3 — A visual summary will be
created presenting solutions and good practices.

P3UC1 Parking tickets monitoring #UC1 — A tool that monitors the
number of parking tickets issued and analyses their time and spatial
evolution.

P3UC2 Waste management - Pay As You Throw (PAYT) #UC2 — An
innovative tool for waste monitoring and optimizing the allocation of staff
and resources.

(TNERITA] [ Generic
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LES VLT LI M T4.4 - Interactive Self-Explained Visualization Workbench
Lead partner UPRC

The project’s User interface and frontend web-application.

2.6.5 Component to Technical Requirements

In the following fourteen (14) tables, i.e., Table 74 — 87, there are listed the technical
requirements that will be covered through the design and implementation of the Interactive
Self-Explained Visualization Workbench. These requirements are mapped to specific
component functionalities and further address user requirements, as identified in the context of
pilot scenarios.

Table 74: T4.4 — 15t Technical Requirement

T

Description & quantification The application must support data retrieval from various
sources, including Al model outputs, analytics results,
external APIs and internal data stores.

Additional information (source, Data source must be described and documented in order
(o I (A (L S A (o g (o) g e [l a s Ji [ [; B tO avoid importing errors or failing to meet certain
of the process) requirements.

No errors occur in the importing of data.

Table 75: T4.4 — 2™ Technical Requirement

D2.3 Reference Architecture and Integration of Al4Gov Platform V1 65




It should be able to handle different data formats (e.g.,
JSON, CSV, SQL) for visualisation and analytics.

Additional information (source, Data that need to be visualised may exist in various
(o ETE T (S [ s ToJa e [ s 1A [; M forms, so the application should be able to work with all
of the process) major data types.

No errors occur while using a dataset.

Table 76: T4.4 — 3™ Technical Requirement

o o
m Real-time Updates

Description & quantification Support real-time or near-real-time data updates for
dynamic visualisations.

Additional information (source, Some pilot data are sourced in real time, so a mechanism
(o ETE T (TS ([ ToJa e [-XoG o 1 Ii M must exist that can manage real time visualisations.
of the process)

No errors occur while visualising real time charts.
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Table 77: T4.4 — 4t Technical Requirement

o o
Technical requirement code T-REQ-T4.4-04

m Information regarding bias in Al

Functionality ID U-REQ-T4.4-01

Description & quantification The application must provide visual information
regarding bias in Al models.

Ve s AT EIRTN I EVGLE (- The interface that describes the importance of avoiding
(I EI T (S (oL (o] g e [YelaToJd[o ;WM bias in Al models must be easily understandable by all
of the process) readers.

Success criteria Bias-related data and visualisations are accessible and
easy to understand.

Table 78: T4.4 — 5t Technical Requirement

o om0
m User Interface (Ul)

Description & quantification The Ul should have an intuitive and modern design to
ensure a pleasant user experience.

Additional information (source, Design an intuitive and user-friendly interface for easy
(S ETETa I ([ ToJ g e [<Xo( [ J{CI; MM navigation and interaction.

of the process)

Priority MAN
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Reference Scenarios All

Success criteria All interfaces are well designed, and no flaws occur.

Table 79: T4.4 - 6th Technical Requirement

o o
m Customization

Description & quantification Allow users to customize charts and graphs to meet their
preferences.

Additional information (source, Make use of interactive charts that allow the use of

(o ETE T (T (S A [ Lo T e WA GC M “What-if” scenarios for applicable use cases. Enable users

of the process) to interact with the visualisations, such as zooming,
panning, and selecting data points.

Graphs and charts allow users to further customize the
result.

Table 80: T4.4 - 7th Technical Requirement

T

Description & quantification Provide interactive features for users to Al bias insights
effectively.
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Additional information (source, Use the method of scrolly telling to describe a “story” of
(T (S A (oL (o] gl [l aTo i [o]s WM bias reduction in Al models.
of the process)

The interface is a story based scrolling experience.

Table 81: T4.4 - 8th Technical Requirement

o o
User Guidance

Functionality ID U-REQ-T4.4-01
Description & quantification Include tooltips, guides, or onboarding to help users
navigate the application and interpret visualisations.

Additional information (source, Include tooltips or pop-ups for detailed information.
characteristics, short description
of the process)

Users can easily navigate the application

Table 82: T4.4 - 9th Technical Requirement

Technical requirement code T-REQ-T4.4-09

Type USE

Access Control
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Functionality ID U-REQ-T4.4-01

Description & quantification The application must support multiple user roles with
appropriate access control.

Additional information (source, User roles allow users to access different parts or
(o ETE T (1 S ([ Lo T g e [SXWA TS 1 ls M datasets of the application.
of the process)

Success criteria User roles are well-defined, and access control is
effective

Table 83: T4.4 - 10th Technical Requirement

T

Description & quantification Optimize loading times for graphs and charts, especially
when dealing with large datasets.

Additional information (source, Loading times must be kept at minimum when dealing
(o ETETa I ([ Tl o e [ [ 1CLiMM With large amounts of data to be visualised.
of the process)

Success criteria The application loads within an acceptable time frame for
typical use cases.
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Table 84: T4.4 - 11th Technical Requirement

R

srortoame

Implement error handling and logging mechanisms for
troubleshooting and maintenance.

Additional information (source, To better avoid mistakes, error handling mechanisms
(o ETE T (1 (S d [ Vo Ja e [ Ts 1A [; M must be in place to better aid the development of the
of the process) component.

Errors and crashes are kept to a minimum.

Table 85: T4.4 - 12th Technical Requirement

Technical requirement code T-REQ-T4.4-12

Error Handling

Type SUP
Codebase
Functionality ID U-REQ-T4.4-01

Description & quantification Maintain clean and well-documented code to facilitate
future updates and enhancements.

Additional information (source, Having a clean codebase always allows for faster
(o ETE T 1S [ ToJa e [ ([ 1 ;MM development, error handling and future upgrades to
of the process) existing code.

Priority DES
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Success criteria No time is wasted in trying to understand previously
written code.

Table 86: T4.4 - 13th Technical Requirement

o o
m Version Control

Description & quantification Implement version control (e.g., Git) for tracking changes
and collaborating on development.

Additional information (source, By using version control, one can easily refer to previous
(o I (A (g S A (o (e g e [l g s Jd e[ WM Versions of the application, or even have multiple ones at
of the process) the same time.

Code versions are kept in a remote registry such as
GitLab.

Table 87: T4.4 - 14th Technical Requirement

T

Description & quantification Provide user support and documentation for end-users.
Additional information (source, Develop an aiding mechanism that explains each
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characteristics, short description Rlal{=ls IR R H=1
of the process)

Reference Scenarios All

Success criteria End-users can access help resources and receive timely
support when needed.
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3 Architecture

The main goal of the reference architecture of Al4Gov is to design a limited and well-defined set
of component functionalities satisfying the user requirements scheduled for the first period of
the project.

3.1 Approach to the architecture definition

The architecture described in this document represents the first iteration and it would be
extended by designing new features according to the consolidation or emergence of new user
and technical requirements, which will occur optionally during the development of the project.
The adopted methodology and techniques guarantee a good level of confidence in the
architectural choices made so far. However, the choices made in the current version of the
architecture can change as a consequence of revisions and updates of the overall requirements.

The approach adopted to describe the Al4Gov top-level architecture is based on the existing
literature and guidelines. The architecture reported here has the following objectives:

e [t serves as the blueprint both for the system and the project developing it.

e |t defines the work assignments, in terms of component functionalities, that must be
carried out by separate design and implementation teams.

e |t is for early analysis to make sure that the design approach will yield an acceptable
system.

e It is the artifact that holds the key to post-deployment system understanding and/or
mining efforts.

The definition of the Al4Gov architecture follows some goodness principles proposed and
introduced by the GAIA-X architecture (Braud, 2021), which represents a novel model for the
architectural design of software and cloud systems following a federated approach. This
initiative aims to ensure data sovereignty, interoperability, and trustworthiness for businesses
and organisations. The main quality attributes, considered in evaluating the alternative
architectural choices are (i) the efficiency, (ii) the data privacy and security, (iii) the scalability
and modifiability of the introduced solution, (iv) the interoperability and ease of realisation and
(iv) the service reusability. This means that when multiple architectural alternatives were
analysed, the solution considered most efficient, secure, scalable, interoperable, and reliable, in
order of priority, has been adopted. The most efficient solution for each component is the one
that minimises: (i) the time requested to perform its tasks, (ii) the amount of disk space
requested to store internal data enabling its normal operation, and (iii) the overhead of
communication with other components to exchange requested and provided data. When the
simultaneous minimisation of these three parameters has not been possible because of
conflicting conditions, ‘the best’ trade-off among them has been chosen. The criteria to define
the best trade-off assigns the highest priority to the minimisation of the execution time
requested to perform the tasks, secondly to the minimisation of the overhead of
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communication with other components, and finally to the minimisation of the amount of disk
space required.

Accordingly, when high hardware requirements were expected, like CPU throughput and/or
amount of memory, it was decided to adopt a dedicated server in order to minimise the
execution time, even if such a choice does not optimise the efficiency in terms of
communication overhead among distinct components (e.g., Decentralized blockchain-based
infrastructure). For the components designed to be replicable, in case of high load, the dynamic
horizontal scaling has to be taken into account (i.e., Policy-Oriented Al and NLP algorithms).
Naturally, when possible, it was agreed to have more components running on the same server
and in the same execution environment (e.g., Virtual Machine, Kubernetes nodes) to try to
improve the communication as well (e.g., Policy Recommendation Toolkit).

Other quality attributes have been taken into consideration, like the modifiability of the system,
which is one of the most important quality attributes considered during the design. Indeed, the
adopted incremental approach implies continuous changes to the architecture and a highly
modifiable system is strongly recommended. According to the adopted quality model, the
modifiability is a complex attribute measured in terms of the extensibility of capabilities (i.e.,
the ability to add new functionalities with less impact on the overall system), the deletion of
unwanted capabilities, the interoperability (i.e., the ability of the system to run under different
executing environment) and the restructuring (i.e., the ability to support architectural
configuration changes, such as optimizing75 system services, or creating reusable components).

The reusability of some of the main components is a highly desired aspect for Al4Gov, even if it
is not mandatory. Thus, one secondary goal of the Al4Gov architecture is to reduce, as much as
possible, the coupling between components/micro-services, while keeping each component as
cohesive as possible. The reusability of the components is an aspect that will be further
investigated during the next steps of the project.

The possible constraints of the infrastructure that will host the Al4Gov trial platform have been
tentatively evaluated in terms of the number of required servers and, for each of them, the
amount of the required computational resources and disk space. Moreover, the technologies
needed for the correct operation of the components have been considered and they are further
reported in Section 2. The objective of such investigation is to verify the feasibility of the
demonstrator and to gather any technical requirements from the infrastructure providers (i.e.,
the pilots’ infrastructure for the on-premises deployments). The result of such investigation
leads to a gross grained estimation of the hardware requirements to execute Al4Gov
components, provided by the component owners and submitted to the infrastructure provider
for an acceptance validation. The estimated infrastructure requirements are reported in
Infrastructure and Integration section.

The entire design phase, instead of focusing on specific tool/language and techniques that
development teams use, or micro-managing the internal architecture of the components/micro-
services, concentrates on the protocols and interactions between the various software artefact
and on the health and usefulness of the system as a whole.
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3.2 Context

In the Al4Gov project, a software platform will be developed to provide different actors with
several features. By analysing the list of pilot use cases, as introduced in the context of D6.1 —
“Specification of UC Scenarios and Planning of Integration and Validation Activities V1”, it is
clear that the Al4Gov platform aims to support different categories of actors. More specifically,
the below actors emerged:

Al Model Builder: the Al researcher who can consult and test the state-of-the-art,
unbiased techniques and approaches. The aim is to understand which ethical and bias
considerations should be taken into account when building Al models so that they are
fair, trustworthy and ethics-based.

Ethical Expert: the ethical expert or reviewer that seeks to evaluate ethical
considerations and bias in state-of-the-art Al projects and models.

Individual/Citizen: the citizens or individuals that will interact with the project’s
frontend applications. They will be trained and informed on Al, its replication in bias and
ethics to increase their trust and awareness in policy-making procedures.

Policy Maker: the policy maker that seeks to provide enhanced, fair, unbiased,
explainable, and trusted policies and predictions, and to track/monitor the day-to-day
organisational operations.

Admin: the Identity or Data manager that will grant access and authenticate the users
that will interact with the different Al4Gov components.

External Sources: other external system, such as: existing repositories, social networks,
databases, etc.

uc actors J
Al Model Builder Ethical Expert Individual/Citizen Policy Maker Admin
ExternalSources Identity Manager Data Manager
Existing Dataset Social Networks Existing Platforms/Registries

Figure 1: Al4Gov actors

The previous figure, i.e., Figure 1, places the actors in the context of the Al4Gov platform, while
the Figure 2 below indicates a snapshot that showcases all the involved actors that will integrate
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with the Al4Gov platform. This information is collected through a live document that will be
populated throughout the whole lifecycle of the project. Any updates performed in this list will
be reported in the next versions of this series of deliverables, i.e., D2.4 — “Reference
Architecture and Integration of Al4Gov Platform V2” and D2.5 — “Reference Architecture and
Integration of Al4Gov Platform V3”.
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; ; : . Policy Maker,
gy TrackEthicsBias on national OECD Policy Maker  oividuall o Expent Individual Citizen,
Al-related policies - Citizen .
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py ~ Review ethical considerations and  |1p oy 1510 Ethical Expert %Y ATResearcher Policy Maker, A
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Understand ethical‘bias Al AT bias Model Builders, AI
03 consideration should I think of when |IRCAI ToplQ0 Model Builders  Researche o Researcher, Al bias
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Al Policy Maker, AT
04 Evaluate SDG's SDG observatory Policy Maker Eesearche Admin ey aket, L
- - . Fesearcher, Admin
. . . . Policy Maker,
03 I\Iou_ncr the Implementation of Pay Waste Management Policy Maker Ethical Al b_la: Ethical Expert, Al
As You Throw System = - Expert Reviewer . .
bias Reviewer
06 Moniter the 5cl:ed.ulmg routl.ug of Telematic devices from tracks Policy Maker Admin PCIIC_}- Maker,
garbage trucks and other vehicles - Admin
o7 I\Iou.ncr and predict the traffic and Ticketing iz3ue data Policy Maker Policy Maker
parking = - -

Figure 2: Actors Involved in different Use Cases

3.3 Functional Overview

Starting from the deliverable D6.1 — “Specification of UC Scenarios and Planning of Integration
and Validation Activities V1” it is possible to enumerate the main use cases that drove the
design phase, following their label with a short description of the envisaged behaviors. The
overview of the principal function produced a list of common requirements, that also impact
the overall architecture.

The first need, clear for all the pilots, is the ability of the platform to ingest data, coming from
different sources and in divergent formats. These data, managed by following ethics principles
and data governance approaches, are authenticated for their usage and access by integrating
with the blockchain services of the project. Afterwards, those data are stored inside the Al4Gov
storage repository for further queries and analytics. These actions will be implemented in the
context of WP2 and WP3.

The same data will be accessed by all the components that provide the Al algorithms, analyses
and aggregations that will be presented to the policy makers and all final users through the
Visualization Workbench and the Policy Recommendation Toolkit. The latter will offer improved
policy-oriented capabilities and processes. Those components, model and algorithms will be
implemented and documented in the scope of WP3 and WP4.
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3.4 Architecture Pillars

The architecture of Al4Gov includes five main pillars that realise the project’s offerings, as
depicted in Figure 3.
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Figure 3: Architecture Pillars

These pillars are presented in the following paragraphs in a bottom-up manner:

1.

The first pillar of the Al4Gov architecture is the Blockchain-based Information Exchange
(BIE) block that will be based on the implementation of the project’s distributed ledger
infrastructure (blockchain). As a basis for the secure exchange of datasets and data
across different sectors, Al4Gov will use a distributed ledger infrastructure (blockchain)
within its holistic BIE component since it serves three complementary and important
purposes, namely: (i) the security of the source data of the participating entities, (ii) the
synchronisation of distributed processes that entail different actors, through enabling
secure state sharing between them, and (iii) the incorporation as entities of the Al4Gov
open platform and the data-driven research-oriented platform. In particular, there are
three different types of blockchain infrastructures that could support the needs of
Al4Gov, as outlined in Table 88. Despite their transparency benefits, public blockchains
exhibit poor performance. On the other hand, permissioned blockchains are more
appropriate in cases where networks of organisations need to establish and take
advantage of a blockchain. Lastly, private blockchains might be appropriate for smaller
scale enterprise use cases. The Al4Gov developments will take place over a permissioned
blockchain infrastructure, given that permissioned blockchains will be the primary choice
for demonstrating and validating the information exchange concept of the project. The
following paragraphs assume a permissioned blockchain implementation. The Al4Gov
blockchain infrastructure will be fully decentralized, comprising distributed nodes or
peer-nodes (or peers), which will be interconnected through the Al4Gov distributed
ledger (or blockchain) protocols.
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This pillar also incorporates technologies for interfacing and acquiring data from
different sources and the project’s Interim Repository (as described in Section 5.2.1),
assessing their reliability and attaching the corresponding metadata to the sources and
ensuring privacy enforcement for the collected data, using the developed smart
contracts. The latter will identify attributes of data and stakeholders to ensure that all
data decisions are according to the data governance rules specified by the data owners.

2. The second pillar of the architecture is the Virtual Unbiased Framework (VUF) for Al and
Big Data that incorporates all data services/technologies provided by Al4Gov for the
complete data path/lifecycle: modelling, cleaning, interoperability, linking/aggregation,
storage, and advanced analytics, for constructing the required reusable models.
Moreover, this framework will also offer unbiased and explainability techniques and
tools, such as the Bias Detector Toolkit and the eXplainability (XAl) Library of the project
for bias and discrimination detection and mitigation, and standardised methodologies
for achieving interpretability and explainability of the developed Al models. Finally, in
this pillar, policy-oriented Al and NLP techniques will allow stakeholders to acquire and
analyse the corresponding information from citizens and individuals.

3. The third pillar refers to the frontend tools and mechanisms of the project and more
specifically to the Visualization Workbench and Policy Recommendation Toolkit (PRT).
This pillar will allow policy makers, ethical experts, researchers, and citizens to interact
with the models and analytical tools as well as to specify their KPIs, requirements and
constraints with respect to different policies (e.g., specification of the need for policies
that can have a real-time impact due to emergencies). In addition, the toolkit facilitates
the visualisation of policy monitoring in an adaptive and incremental way. Moreover,
they will incorporate services for the identification of the required KPIs in order to model
the policies and identify potential interdependencies with other policies within and
across sectors at different levels (e.g., local, national, etc.). The PRT will also include tools
for collecting evidence monitoring information both from the engaged citizens and from
the population targeted by the policies, while also assessing the compliance to these
policies and thus assessing the policies impact (based on the identified KPIs).

4. The fourth and fifth pillars of the architecture are not directly technical in terms of
design and implementation but rather conceptual and transversal to all the other pillars.
They govern the overall internal workflows and implementations of all internal
components and micro-services and the establishment of both these frameworks assure
that all the Al4Gov offerings conform to the required regulatory, ethical, legal and
security aspects, thus ensuring the sustainability of the modelled policies in a trusted,
fair, and interpretable way. These frameworks are vertically depicted in the Figure 3; the
frameworks communicate in a bi-directional way with the other pillars by obtaining data
from them and by specifying the data, analytical and policy-oriented tasks through the
entire project lifecycle and roadmap.

Table 88: Types of Blockchain Infrastructures
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Permissioned

Enable anyone to
participate as a user or
run a node.

Operated by known
entities such as public
authorities.

Operated by one
organisation / entity.

Value anonymity, Medium to High
immutability, and

transparency over efficiency

Value immutability and High

efficiency over anonymity and

transparency

Value efficiency over Medium
anonymity, immutability, and

transparency
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4 Software Architecture

In this section the main components that constitute the Al4Gov platform will be detailed,
considering the requirements that emerged in this deliverable.

4.1 Overall

Figure 4 illustrates a detailed diagram of the overall architecture of the Al4Gov platform. A
standard modelling language was not adopted for this specific diagram, to better explain also to
the non-technical readers the connections and the dependencies among components.
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In particular, the shape of the software artefact mainly brings the concept of communication
pattern, while a hexagon denotes the services that will be provided in terms of data
normalisation, consistency, and quality. The triangle describes the smart contracts that will be
implemented by the blockchain infrastructure and will govern the overall data and policy
exchange across the whole lifecycle of the project. The rectangles define the tools and
mechanisms that will be developed for the integration of the blockchain with the internal
Al4Gov components and the project’s Interim Repository. Moreover, the ping rectangles define
the components that communicate a/synchronously, using the Kafka message broker or any
API, while the green rectangles define the frontend applications.

The goal and the main envisaged interactions of the components are further described below. It
should be noted that two conceptual frameworks will also be detailed. Although, these
frameworks are not technical implementations, they will govern and regulate the functionality
of all the different components and workflows of the Al4Gov platform. Thus, a brief description
of them also follows, as more details follow in the respective deliverables of both these
frameworks, i.e., in D2.1 — “Al4Gov's Holistic Regulatory Framework” and D3.1 — “Decentralized
Data Governance, Provenance and Reliability” respectively.

4.2 Data Governance Framework

The Data Governance Framework (DGF) of the Al4Gov platform will be aligned with the Data
Governance Act (Commission, 2020) and Findability, Accessibility, Interoperability, and
Reusability principles providing the capability of multiple entities’ governance levels. It will act
as project’s values-based framework to inform data governance and regulate the management
and processing of data from the Al and Big Data applications within the project, building upon
prior knowledge gained by the PolicyCLOUD project (Kyriazis, 2020). Its main focus lies on
governing the entire data pipeline and policy making procedures than just governing individual
data elements. The framework and its accompanying tools will offer protection and privacy
enforcement for the data and will ensure that decisions across the complete path follow specific
protocols, regulations and legislations and are in-line with the Holistic Regulatory Framework
(HRF). To this end, proper SLAs will be established as part of a smart contract between
Data/Service Provider and Data/Service Consumer. Technical solutions will be accompanied by
organisational rules or legal contracts and vice versa. Control points in different layers of the
data-processing systems will be implemented in the above-listed technical layers. Moreover,
regulatory support will be embedded in the governance, using the project’s tools, including
support for key regulations (e.g., GDPR, Al Regulation, EU Al Act) stemming from the HRF which
will examine and assess the compliance of the project’s technologies to applicable laws and
regulations.

4.3 Holistic Regulatory Framework

The Holistic Regulatory Framework (HRF) in the Al4Gov Project refers to a comprehensive
structure and a set of guidelines intended to govern the use of Al and Big Data in the context of
democracy and EU values. This framework aims to ensure that Al technologies, especially when
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applied to governmental processes or services, adhere to fundamental rights and values, do not
perpetuate bias or discrimination, and respect existing laws, regulations, and ethical standards.
It seeks to address these concerns, ensuring that the platform is just, equitable, and compliant
with prevailing standards and laws. An introduction to the HRF is available via Al4Gov D2.1 -
“Al4Gov Holistic Regulatory Framework V1”, while its final version “Al4Gov Holistic Regulatory
Framework V2”, will be finalized after M18. Thus, an updated version in correlation to its
function under the Al4Gov platform will be provided in D2.4 - “Reference Architecture and
Integration of Al4Gov Platform Vv2.”

To ascertain a comprehensive understanding of the challenges and opportunities in integrating
Al and Big Data in governance and policy making, a systematic procedure was initiated with the
objective constructing the Al-based Democracy Holistic Regulatory Framework (HRF). The core
procedure revolved around implementing the Delphi method to undertake a SWOT (Strengths,
Weaknesses, Opportunities, and Threats) analysis for the Al-based Democracy Holistic
Regulatory Framework (HRF). Afterwards, a panel of experts with proficiency in Al governance
and policy making was chosen to participate to in expert panel. Leveraging the insights from the
SWOT analysis, preliminary guidelines, and recommendations for the HRF were formulated. The
focus was to ensure that the deployment of Al and Big Data in policy management remained
democratic, transparent, and aligned with ethical standards.

Currently, the main aspects (in relation to the tasks of WP2) of Al4Gov's Holistic Regulatory
Framework are:

e Defining Bias and Discrimination: One of the main objectives of WP2 and of the HRF is
to provide a holistic definition of bias, discrimination, unfairness, and non-inclusiveness.
This involves aligning both technical definitions (from the Al/tech side) with social
science definitions and understanding how these two aspects interact when Al and Big
Data technologies are developed or deployed.

e Ensuring Compliance with EU Values and Regulations: The framework seeks to evaluate
the Al4Gov Platform's alignment with current EU regulations concerning fundamental
rights and values. This ensures that the technologies developed and deployed respect
the rights of citizens and adhere to important regulations like the General Data
Protection Regulation (GDPR).

e Qualitative Analysis of Rights and Values: Task T2.1 focuses on understanding how
traditional (non-Al) biases might currently affect the rights and values of certain citizen
groups, such as ethnic minorities, migrants, religious groups, and persons with
disabilities. This task and this part of the HRF aims to uncover areas where discrimination
might be overlooked, especially in relation to existing EU regulations on human rights
protection.

e Specification and Design of the Framework: Task T2.2 emphasises the HRF need to
proceed with a mapping of the existing processes to a policy management lifecycle and
highlighting enhancements through proposed Al solutions. The Al4Gov HRF will be based
on qualitative analyses of fundamental rights, EU values, legal activities, and ethical
protocols. It will ensure that citizens are protected from potential abuses resulting from
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Al and Big Data use and that the framework adheres to existing laws, protocols, and
ethical recommendations.

Reference Architecture: In relation to Task T2.3 (the task of reference also for the
current deliverable report) the HRF acts as the ethical and regulatory compass, ensuring
that the reference architecture developed is not only technologically robust but also
ethically sound, legally compliant, and fundamentally aligned with the overarching goals
and values of the Al4Gov project. The HRF will play a role in how different components
of the architecture will interact with each other, both in terms of data flow and
functional hierarchy, ensuring that the interactions remain compliant with the ethical,
legal, and functional standards the framework sets forth. In the realm of Al and Big Data,
the flow and processing of information are of paramount importance. The HRF provides
guidelines on how data should be collected, processed, stored, and shared, ensuring that
privacy, fairness, and security are maintained throughout. Moreover, it needs to be
noted that the HRF is not just a set of guidelines or a checklist for the project. It will
serve as a foundational blueprint for the entirety of the Al4Gov architecture detailed in
Task T2.3. By aligning with the HRF, the project ensures that the architecture, and by
extension, all its subsequent developments and deployments, operate within a
framework that respects human rights, EU values, and ethical considerations.

In essence, the HRF in Al4Gov provides a thorough, multi-faceted approach to ensuring that Al
and Big Data technologies are developed and used responsibly, ethically, and in line with the
fundamental rights and values of the European Union (EU).

4.4  Blockchain Framework

Generally, the blockchain framework consists of all necessary infrastructure that facilitates
decentralized storage of documents and the execution of smart contracts; code that can ran and
be validated by each one of the peers. It allows transparency in data storage and code execution
and potential integration with EBSI, the EU blockchain infrastructure.

It is composed of three main packages:

The blockchain which contains the core decentralization infrastructure together with the
mechanisms of storing data in a decentralized manner and executing smart contracts.
The Wallet and dApps, which consist of the wallet application and the set of
decentralized applications; it is basically a means of logging-in, and running applications
that rely on smart contracts.

The Ledger client; this is the main interface that allows centralized components to
access the blockchains and post or retrieve information. As the blockchain is a closed
system, any data posting should be validated by the blockchain.

Each one of these components is going to be analysed separately in the following sections.
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4.4.1 Blockchain

4.4.1.1 Objective of the software Artefact

The objectives of the blockchain can be summarized as follows:

Provision of a transparent storage mechanism for uploading and reading data and
reports. Through the utilisation of blockchain technology, any data uploaded can be
digitally signed by the user who uploads it, including any subsequent changes or versions
of the file. Conversely, each peer can verify that the data were uploaded by the original
user and universally agree upon its contents. Data security and accountability are thus
enhanced.

Provision of a mechanism to run code in a decentralized manner (smart contracts). Code
that runs on the blockchain is open in the sense that all peers can check the
implemented business logic, which is transparent in each execution. Any piece of code
running on the blockchain must be validated by the network, thus consensus is reached
regarding the results of the code. A recommendation engine implemented as a smart
contract for example, will produce recommendations that can be proved to be
generated by the underlying business logic without being tampered with.

Enforcing data harmonization and metadata quality management. Relevant to the
previous objective, blockchain will provide a set of smart contracts for validating that
data conform to the commonly accepted norms (e.g., formats and schema) and that any
normalization is approved by the number of peers defined by the blockchain governance
model.

As a special note, it should be added that “data storage” in the case of blockchain does not refer
to storing files directly into the blockchain. While this is a possibility, it is against standard
practices. Instead, special pointers that point to off-chain data silos should be implemented.
Robustness and transparency of data are further enhanced if the storage is also decentralized
(e.g., IPFS). For the purposes of Al4Gov, the OpenDSU framework will be considered for storage.
OpenDSU is a blockchain-agnostic and storage-agnostic framework that allows sharing of data
and anchoring them via blockchain pointers.

4.4.1.2 Interactions with other components

The blockchain interacts with other components through the following interfaces:

Wallet and dApps: This is the main mechanism by which any component or piece of
software that needs to run a smart contract can access the blockchain. Though it is
technically possible to implement direct interfaces to centralized components, this will
complicate the architecture, and it will be difficult to track and monitor all the
applications that directly invoke calls to the blockchain gateway. Instead, there is a strict
requirement that any component that needs to run a smart contract must do so via a
specially implemented dApp. For example, if the Policy Recommendation toolkit needs
to run a set of rules on the blockchain, a special dApp that will access the blockchain to
run the code will be implemented and stored in the Wallet dApp marketplace.
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Ledger Client: This is the main mechanism by which data that are saved in the Al4Gov
storage are anchored into the blockchain.

Adapters & Source Authorization: This is the main mechanism for storing and retrieving
information from external providers. As these data are not, strictly speaking, part of the
Al4Gov ecosystem, this module will also implement extra authentication/authorization
mechanisms to ensure the identity of the external provider and will also have to validate
and align the external data.

4.4.2 Al4Gov Wallet and dApps

4.4.2.1 Objective of the software Artefact

The main objective of this component is to provide a mean of accessing the smart contracts of
the blockchain both from a high-level and a low-level perspective:

From a low-level perspective, the Wallet will provide the required keypairs by which
users can access the blockchain and will also provide the mechanisms for invoking smart
contracts. The OpenDSU? framework will also be considered here for this component as
it will allow the deconstruction and dynamic reassembly of the dApps’ execution
environments, providing extra flexibility in dApps implementations.

From a high-level perspective, the component will offer a GUI to end user that will allow
them to access the dApp marketplace and find and execute any dApp needed.

4.4.2.2 Interactions with other components

The Wallet and the dApps interact directly with the blockchain to perform identification
operations and invoke smart contracts. For other components they only interact by
implementing a special dApp that fulfils the required functionality. If the visualisation
workbench, for example, needs some blockchain statistics and, therefore, access to blockchain
data, it should do so by the appropriate dApp.

4.4.3 Ledger Client - Gateway

4.4.3.1 Objective of the software Artefact

The Ledger Client main objectives are:

Store data into the blockchain by partitioning them appropriately in the offline storage
and anchoring them via specifically implemented points into the blockchain.

Retrieve requested information by authenticating both the user and the document via
the appropriate Decentralized Identifiers (DIDs) and providing the information. If the file
is shared, the Ledger Client will reconstruct the resource.

! https://opendsu.com/
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4.4.3.2 Interactions with other components

The Ledger Client interacts with the Al4Gov data storage and with the blockchain infrastructure.

45 Virtual Unbiased Framework

4.5.1 SAX/XAI Library (IBM)

4.5.1.1 Objective of the software Artefact

The main objective of the SAX/XAI library is to cater a toolkit of core enablement and realisation
services for the generation of process and situation-aware, user-centric, and sound explanations
via the acquisition of timestamped process event logs as the main input, complemented by
possible user preferences about features to be considered and other relevant situational
enrichments and applying a set of methods and techniques on those event logs for discovering
sound and true view of the process model which in turn drive sound and true analysis of various
process features and external factors affecting process decisions and outcomes.

4.5.1.2 Interactions with other components

The core SAX/XAI library is inherently dependent on some core services that are also made
intrinsically available via the utilisation of open-source libraries and/or APIs to external services
providers. This includes a fundamental functionality for process discovery and causal discovery
utilising the open-source LINGAM library, XAl methods and LLMs. Additionally, SAX/XAI library
can utilise the Data Storage component, either as a possible data source for processing event
logs, or possible storage and retrieval solution for produced explanations. Alternatively, the
same explanations can be stored on the blockchain as a means for trustworthy and verifiable
storage for non-repudiation and provenance of business process analysis. SAX/XAI library may
utilise the Bias Detector Toolkit in the XAl and LLM synthesis modules to verify usage of only
certified, unbiased models and tools in its underlying implementation layers.

4.5.2 Bias Detector Toolkit

4.5.2.1 Objective of the software Artefact

The main objective of the Bias Detector Toolkit is to provide a catalogue of certified models,
techniques and processes for bias mitigation. The audience for the Bias Detector Toolkit is
primarily ML developers, who can access the bias mitigation knowledge in a condensed, user-
friendly way. Moreover, the general public can benefit from the Bias Detector Toolkit,
specifically regarding the raising of awareness and the explanatory part, where bias in Al is
introduced and augmented with examples and the utilisation of the state-of-the-art scrolly
telling technique.

4.5.2.2 Interactions with other components

Bias Detector Toolkit is being developed in close interaction with the project’s Interactive Self-
Explained Visualization Workbench.
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4.5.3 Adaptive Analytics Framework

4.5.3.1 Objective of the software Artefact

As mentioned in Section 2.5.1, the “Adaptive Analytics Framework” is being developed in the
context of T4.3 — “Improve Citizen Engagement and Trust utilising NLP”. The scope of this
component is to develop the needed ML models for efficiently performing predictive analytics
and optimised resource allocation to satisfy the needs of the pilots and assist policy makers.

4.5.3.2 Interactions with other components

The results of the data analysis should be stored in the Al4Gov platform and be available to the
users through the Visualization Workbench. Therefore, the Adaptive Analytics framework
should be integrated with the Data storage component in order to store the aforementioned
results, as well as the Visualization Workbench component in order for those results to be
visualised. Moreover, this component should also be integrated with the XAl Library component
since the developed ML models of the component should be fed into the XAl Library
component. Lastly, this component should follow the guidelines proposed by the Bias Detector
Toolkit component in order to address possible bias in the whole workflow of the Adaptive
Analytics Framework.

4.5.4 Policy-Oriented Analytics and Al algorithms

4.5.4.1 Objective of the software Artefact

As also mentioned in section 2.5.1, “Policy-Oriented Analytics and Al Algorithms” is being
developed in the context of T4.3 — “Improve Citizen Engagement and Trust utilising NLP”. Its aim
is to develop several NLP algorithms in order to analyse large volumes of text data and also
assist the respective Al experts. This particular component consists of the following
subcomponents:

e Question Answering Service: this service will provide the necessary tool for allowing the
Al experts, developers, and policy makers to perform queries on the OECD papers
regarding, among others, raising awareness among them of Al solutions.

e Time Series Analyser: this tool will support the analysis of time series and historical data
in order to discover possible trends that will support the corresponding users in the
water management cycle and the parking tickets monitoring use cases.

Lastly, the aforementioned subcomponents should follow the guidelines proposed by the Bias
Detector Toolkit component in order to address possible bias in the whole workflow of the
Policy-Oriented Analytics and Al algorithms component.

4.5.4.2 Interactions with other components

The Question Answering Service should interact with the Visualization Workbench component,
since, through this, the users will be able to communicate with the Question Answering Service
and perform their queries on the OECD papers. Furthermore, the Time Series Analyser
subcomponent should also be integrated with the Visualization Workbench component since
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the results of these analyses should be visualised. Furthermore, the results should also be
stored in the Al4Gov platform, meaning that there should also be an interaction between these
components and the Data Storage component.

4.6 Policy Recommendation Toolkit

The Policy Recommendation Toolkit aims at facilitating the selection of the best available
policies based on user needs, as these are input to the Toolkit via a set of target goals. It consists
of two main aspects: the policy definition aspect, which is responsible for representing the
policies and aligning the semantics of existing policies and user input, and the recommendation
engine itself, which is responsible for providing the suggested policies.

4.6.1 Policy Recommendation Engine

4.6.1.1 Objective of the software Artefact
The main objectives of the Policy Recommendation are:

e Offer the functionality of searching the policy repository using appropriate filters.

e Consulting an ML based engine that, based on hard and soft constraints, will recommend
the appropriate policies that best match the user defined target KPIs.

e Provide visualisation for comparing policies with regard to defined criteria.

4.6.1.2 Interactions with other components

The Recommendation Toolkit naturally interacts with the Semantic Interoperability Tool to
retrieve the common semantics for policy representation; this representation is important for
unambiguously triggering the correct rules based on the proper values. It also interacts with the
Visualization Workbench to provide its graphical output to end users. For implementing
decentralized rule sets (via smart contracts), the toolkit will interact with the blockchain via an
appropriately designed dApp.

4.6.2 Semantic Interoperability Toolkit

4.6.2.1 Objective of the software Artefact

The Semantic Interoperability Toolkit is responsible for mapping policy data into a common
vocabulary by implementing both the model and the mechanisms for data uplifting and
semantic enrichment.

4.6.2.2 Interactions with other components

The Toolkit interacts with the Al4Gov storage to save its models and, most importantly, access
the document that needs uplifting and enrichment. Naturally, it interacts with the Policy
Recommendation Toolkit to provide its interface to source data.
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4.7 Final User Applications

4.7.1 Visualization Workbench

4.7.1.1 Objective of the software Artefact

The Visualization Workbench is being developed in the context of T4.4 — “Interactive Self-
Explained Visualization Workbench”. It is a versatile web application that serves as a powerful
tool for data visualisation and analysis of Al policy-making and bias assessment. This component
offers unique and user-friendly interfaces with intuitive design, making it easy for users to
explore and interact with various use cases of the project. With robust performance and
scalability, it ensures a seamless experience for users.

4.7.1.2 Interactions with other components

The Visualization Workbench will interact with the majority of the architecture’s components,
as it serves the role of the main platform of the project. One major component is the Policy
Recommendation Toolkit, which will embed its frontend application within the Workbench.
Also, there is direct communication with the Bias Detector Toolkit, which will incorporate all its
bias prevention mechanisms within a separate interface of the Workbench. The Blockchain
Framework component will also be a node of communication for the needs of the decentralised
assets of the architecture as well as the authorisation and authentication of users by providing
the needed access control and permissions. Regarding the scope of the NLP component, a
prompt chat interface will facilitate direct communication between the two components. Lastly,
all results from the analytics components that will be stored in project database must be
visualised in the Workbench. Thus, an interconnection with the project’s data storage is
necessary for the visualisation requirements.

4.7.2 Policy Recommendation Frontend

4.7.2.1 Objective of the software Artefact

The Policy Recommendation Frontend will be integrated with the Visualization Workbench to
offer an enhanced visualisation of the examined and executed policies. Its main objectives are:

e The provision of a user-friendly interface through the development of an intuitive
frontend interface that allows policymakers and stakeholders to easily access and
interact with policy recommendations.

e Enhanced policy visualisation by the implementation of knowledge graph visualisations
to present complex policy insights in a visually informative manner, aiding policymakers
in understanding key issues and trends.

e The provision of options for users to customise policy recommendations based on their
specific needs and by setting their own KPIs and policy rules.

e Make the frontend accessible to a wide range of users, including those with disabilities,
to ensure inclusivity in policymaking.
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e Incorporate collaborative tools that enable policymakers to collaborate and share policy
recommendations with colleagues and stakeholders.

4.7.2.2 Interactions with other components

The Policy Recommendation Frontend will be directly integrated with the Visualization
Workbench, as well as with the Policy Recommendation Engine that acts as the backend of this
tool. An integration with the project’s data storage will offer the provision of adaptable policies.

4.8 Data Storage

4.8.1 Objective of the software Artefact

The utilisation of JSONB PostgreSQL, an advanced and versatile data type, offers a powerful and
flexible solution for storing, querying, and manipulating semi-structured and nested data within
relational databases (Lerner, 2014). JSONB stands for “binary JSON,” and it provides the best of
both worlds by combining the flexibility of JSON with the efficiency of a binary format. This
combination is in alignment with the scope, the architecture principles and the quality measures
that the Al4Gov project seeks to apply to its design and deployment. The latter is agreed
between its consortium members based also on the divergent formats that describe the
provided pilot datasets. These formats range from data collected from sensors to raw
documents and text. One of the key advantages of using JSONB in PostgreSQL is its ability to
accommodate alternate data structures. This dynamic nature will be particularly valuable in the
scenarios that will be addressed in the context of the project. Moreover, developers can
efficiently insert, update, and query JSONB data, all while maintaining the reliability and
transactional capabilities of PostgreSQL, by also offering robust indexing and querying
capabilities. With the introduction of the GIN (Generalized Inverted Index) and GiST
(Generalized Search Tree) indexing methods for JSONB, querying JSONB data becomes highly
efficient and scalable. This capability will be leveraged by the Al4Gov project as complex, ad-hoc
gueries against semi-structured data are required and as data retrieval and filtering are crucial
for the provision of improved insights and policies.

4.8.2 Interactions with other components

The Al4Gov data storage will be integrated with almost all different components of the project
for the storage and retrieval of the respective data and policies. It will consist of various
components and will provide different data connectivity mechanisms, which allow the
integration of it with different and diverse data providers, data consumers or other analytical
processing frameworks. The exact nature and type of these mechanisms will be implemented in
the context of T2.4 — “Integration of Al4Gov Platform and Tools” and reported in the next
versions of this series of deliverables, i.e., in D2.4 — “Reference Architecture and Integration of
Al4Gov Platform V2” and D2.5 — “Reference Architecture and Integration of Al4Gov Platform
V3”.
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5 Infrastructure and Integration

In the context of the Al4Gov project, UBI partner will provide the needed computing and
storage capabilities to set-up the cloud-based infrastructure to serve the project needs in order
for all the needed technologies and tools to be deployed and managed by the project’s
partners. Overall, this cloud infrastructure aims to help Al researchers, data analysts, policy
makers and different stakeholders, to analyse a wide plethora of datasets from different data
sources and facilitate the development of trusted, unbiased, and citizen-centric policies.

5.1 Infrastructure and Deployment

The provided infrastructure will help the project’s partners to run computation — or data-
intensive tasks and host online services in virtual machines or using virtualized containers on the
provisioned IT resources. To facilitate the cloud provisioning of resources for the project and to
collect all the technical needs, UPRC, as the project’s technical coordinator, has invited project
members to report technical needs in a shared document. A document listing partners’
technical needs, was introduced during one of the Al4Gov consortium meetings organised.
Figure 5 depicts a snapshot of this live document.

e — — — — s — — VCores— RAM— Storage— GP—
~ | Name v || Task ~ | Contributer v | Type v | Notes ~ | Grouj v al ¥ v v v
~] [~ ~] {~ | Typ ~] [+ Group M [GBL| ca~) o~

3 . 3 ] i“'ﬂ] act a= the ingastion
iBlockch: i i i = :
O 1 n Til iUBI 1 Componsnt imadiate of the project and {Infrastrocturs : 14 0GB 80,0 GB ]
Infrastructure 8 8 3 B ]
i authentication mechanizm
2 6,0 CGB 20,0 GB o
4 20,0 GB 10,0 GB 1
2 6 GE 2GB
iFa]ia_'-cr.e:lted H H H
o jmdticsand A1 T4.3 iUPREC IMicroservices | | Amalysis 4 30GE 100GE
‘Final User Applications
e e SETE 4 16,0 GE 10 GE 1
i Analvsis
B fEmEE LT *Final User Applications 4 160GE  100GE o
:chatbot applications
i i
Al provide REST AP0 e 2 S0GE  200GE o
[Requurments only I8 b st 4 160GE  #00GB 0
i Master node
Infrastucture 2 40GB 0,0 GB o
b 1420 GB 1910 GE 3
3 32,0GB  S00CE 1

Figure 5: Infrastructure Resources Needs

D2.3 Reference Architecture and Integration of Al4Gov Platform V1 92



The envisaged infrastructure will be provided for the technical partners as a testing and
validation environment, accessible remotely and in which every component leader is
responsible to test the component and the integration with the other software artefacts
developed within the platform.

The status of the Al4Gov infrastructure will be further updated in the next versions of this series
of deliverables, i.e., in D2.4 — “Reference Architecture and Integration of Al4Gov Platform V2”
and D2.5 — “Reference Architecture and Integration of Al4Gov Platform V3”, which will be
delivered on M24 and M36. The total amount of the final resources provisioned by the UBI will
also be presented for supporting the Al4Gov pilot partners.

Finally, it should be noted that at this phase of the project, it has been decided that the basic
design principle will be the service choreography (Leite, 2013) that allows for loosely-coupled
microservices that can communicate with each other according to the data pipeline in which
they are involved.

5.2 Integration Approach

Furthermore, the project’s Consortium has identified a list of needed tools that must be
provided to all partners in terms of the overall proposed architecture and the integration and
deployment/management of their solutions/components. On top of this, the CI/CD approach
represented below should be followed during the whole lifecycle of Al4Gov project. Figure 6
illustrates the CI/CD approach and the corresponding technologies/tools that have been
identified.

Partners develop locally and push tested version to the project Gitlab. Commits are tagged for deployment/publishing
» Gitlab 2> Code management and code hosting

Automatic code quality check is performed constantly by SonarQube

* SonarQube—> Code quality review

Docker image specification is generated, and image is created — this can be multiple files

» Central Gitlab Docker Registry = Hosting Docker image

Gitlab CI/CD

Docker Compose and Helm Chart Registry for different components is created by the component providers

* Docker Compose/Helm Chart Registry = How you run Docker containers

v

Kubernetes will use the Helm Chart to build the integrated platform — using the set of available containers

* Kubernetes = Runtime environment for Docker containers

The set of containers, running in Kubernetes, can be managed through Rancher

» Rancher 2 Cluster management for Kubernetes

Runtime communication between different components is managed through a central Message Broker

» Message Broker (i.e., Kafka) 2 Run-time communication between different components

Figure 6: Identified Tools
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At first, for enhanced collaboration between all project partners, the GitLab platform has
already been installed. Already in use, the platform is accessible via the https://gitlab.ai4gov-
project.eu/. Gitlab? is an all-encompassing, web-based DevOps platform that revolutionises the
software development lifecycle. By utilising it, the Al4Gov team can effortlessly manage the
entire workflow, from version control and source code management to continuous integration,
delivery, and deployment. Additionally, it offers an integrated environment that combines
collaboration, automation, and monitoring, enabling Al4Gov partners to work seamlessly
together and streamline development processes, by also utilising the Central Gitlab Docker
Registry. The Consortium agreed on the containerisation of its components and micro-services
to encapsulate developed applications and their dependencies and to ensure consistent
behaviour across different environments.

Available for all the components, but specifically for the communication and data exchange
between the main analytical components, the Apache Kafka will be utilised (Garg, 2013).
Apache Kafka is a message broker and stream processor which allows to publish, subscribe,
archive and process streams of records in real time. It is designed to manage data streams from
multiple sources by distributing them to multiple consumers.

Apart from the decision to use Kafka as the platform’s message broker mechanism, regarding
DevOps, the Al4Gov consortium agreed with the adoption of Kubernetes (Luksa, 2017).
Kubernetes (K8s) is an open-source platform that automates Linux container operations. The
integration between K8s and Kafka results in the simplification of the deployment of Kafka
brokers as containerised pods, as each Kafka broker can run as a separate pod, ensuring
scalability, fault tolerance and availability of the overall approach. On top of this, microservices
deployed on top of K8s can easily consume and produce data to Kafka topics, allowing for real-
time data processing and analysis of the processed data in the context of the project. Finally,
K8s eliminates many of the manual processes involved in deploying and scaling containerised
applications and allows the management of host clusters to run containers easily and efficiently.
For enhanced management of the K8s cluster, the Rancher tool will be utilised.

5.2.1 Interim Repository

The project’s Interim Repository is a temporary data storage used to store information received
from different use cases and their respective datasets. Datasets in the interim repository are
audited for their usage from a legal and ethical perspective and their utilisation is governed by
the blockchain infrastructure and the developed smart contracts. Interim repository makes data
available to Al4Gov internal components, acting as a preparatory step for data ingestion for the
datasets it stores. The interim repository enables the collaboration of different stakeholders on
a simple data repository. More specifically, while uploading data is simple and straightforward,
the uploading process requires:

e Registration/authentication of the user to Al4Gov.

2 https://about.gitlab.com/
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e The development of smart contracts that will manage access control and permissions for
datasets. Data owners can define who can access, modify, or use their data, and these
permissions can be automatically enforced by the blockchain.

e Contribution effort from the side of the data owner in order to upload the required data,
i.e., making data available.

e Screening of the datasets from a legal and ethical perspective before data are uploaded
to the interim repository and before data ingestion into the Al4Gov environment is
performed.

From a technical perspective the integration of the Interim Repository with services provided by
the blockchain infrastructure ensures that the provided data are governed by introducing
transparency, immutability, and decentralization to data management procedures. In that
direction, the Al4Gov platform is able to record the history of data changes, creating an
immutable ledger of data provenance. This ensures that every change or update made to the
dataset is recorded and timestamped, allowing users to trace back to the origin of each data
point. Moreover, blockchain can promote interoperability between different datasets and
systems by providing this common framework for data governance.

To this end, the interim repository enables a commonly accessed environment (based on
registration/authorisation) that is hosted in the Al4Gov cloud infrastructure, with data being
under the close monitoring, government, and assessment of both the project’s DGF and HRF
frameworks.

5.2.2 Kafka Message Bus

This is the connector to the Apache Kafka, which is the world’s dominant event streaming
platform. It allows data being pushed to a Kafka topic to be transparently stored into the big
data platform in a predefined data table, using this connector. Apache Kafka is an important
platform element of the overall Al4Gov integrated solution. The data will be exchanged using
Kafka queues. This means that after the initial capture of the raw data from the Data
Normalization and the blockchain, the data items will be placed inside a specific Kafka topic.
Then, each of the data functions involved in the data pipeline that needs to be established will
read data from one Kafka topic and will place the output into another Kafka topic, so that the
next involved function can retrieve it. At the end of the data pipeline, a database connector will
consume data from a specific data topic in a similar way and will connect to the Data Storage to
persistently store the data. At this phase of the project, it has not been decided yet whether we
will make use of static microservices that listen to pre-defined Kafka topics, or we will decide in
favour of dynamic deployments of such data pipelines, probably taking advantage of a
serverless platform provided under the scope of T2.4 - “Integration of Al4Gov Platform and
Tools”. More details about the deployment aspects of the data capture and ingestion pipelines
will be provided in the next versions of this series of deliverables.
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5.2.3 Container Orchestration via K8s

Container orchestration via K8s represents a novel approach to how modern applications are
managed and deployed. K8s is an open-source container orchestration platform that simplifies
the complexities of deploying and scaling containerised applications. At its core, K8s automates
container management tasks, such as load balancing, scaling, and failover, making it a vital tool
for organisations striving to streamline their DevOps processes. It provides a declarative
approach, allowing users to define their desired state, and takes care of ensuring that the
system matches that desired state, all while maintaining high availability and resilience.

Kubernetes brings several transformative benefits to container orchestration. First and
foremost, it allows for efficient scaling, enabling applications to automatically adapt to
fluctuating workloads. Moreover, it provides robust tools for service discovery and load
balancing, simplifying the process of managing containerized services across clusters of
machines. Kubernetes also offers a rich ecosystem of extensions and integrations, making it
highly customizable and adaptable to various use cases. As a result, it has become the de facto
standard for container orchestration in the cloud-native landscape, empowering organisations
to harness the full potential of containers and microservices architecture while improving
reliability, scalability, and agility.
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6 Conclusion

This document provides the initial view of the conceptual overall architecture and model of the
Al4Gov platform. It highlights the main components, their interconnections, and key capabilities
and offers several details regarding the infrastructure and the approach that will be followed for
the deployment of the platform. Furthermore, the technical partners of the consortium
provided the initial set of technical requirements as they were foreseen at this starting phase of
the project. Additionally, the document outlines a state-of-the-art analysis of the base
technology sectors in which the Al4Gov project is involved in, or could possibly be exploited,
along with a list of baseline technological tools and solutions that are planned to be
incorporated into the overall platform. At this initial phase of the project, the outcomes of this
deliverable provide a valuable input for the progress of the task that is related to the design of
the overall architecture of the platform.

All the details, and the internal design of each component, are demanded to the related tasks
and deliverables that will follow during the lifecycle of the project. However, based on this
document a higher-level description and presentation of all incorporated and integrated
components is provided, by also detailing of how the Al4Gov solution will be provided to the
end-users.
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APPENDIX A — Architecture and Infrastructure Discussions

Template for the collection of Technical Requirements

The screenshots below (Figures 7-9) represent the template used for the collection of the
Technical Requirements from Al4Gov partners.

1.1 Title of your component

111 Goals and Objectives
“Please odd a small introductory text here regarding the gools and objectives of this
component”

112 State of the Art
“Please fill in with the state of the art approoch regarding your companent”

1.1.3 Background technology
“Please fill in with text here regarding the olreody existed baseline technology of this

requirements aof the AlMGov platform. Please for this description use the following

tabl| £
Technology Technology vancements [ Usage
MName Description

114 Componentto User Reguirements

“Please fill the following tables to establish a link between this component and the
relevant user requirement(s) ie., which user requirement(s) will be oddressed
through this component — use 1 table for each user requirement”.

I x funiaue id in e format- “1L-RE
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Figure 7: Template for the Collection of Technical Requirements (1/3)

D2.3 Reference Architecture and Integration of Al4Gov Platform V1 100



Task/Component

relevant component narm
Lead partner Partner who fead the companent
pa
_ e

Example:
Source LIS Delivery of smart controcts wtilized to
Requirement facilitate actors” contributions to  the

Al4Gov distributed ledger

Use case quote Drinking water US#2 - As o member of the
local administration | want to have o clear
picture of the main areas for improvement
within the drinking water treatment system

Generic/Specific Generic

Task/Component T3.1 - Decentralized Data Provenance and
Reliability

Lead partner LiBI

Public actors and policy makers can share
information and state as part of AldGov
through secure stofte  synchronization
technigques

1.1.5 Component to Technical Reguirements

“Please fill the following tobles with information regarding the component’s
reqguirements. Add os many tables as the requirements that are being impaosed by the
specific software component”,

m Desc:riptiun

Technical T-REQ-Txx-xx
requirement code

(*see relevant table of the Technical

Figure 8:Template for the Collection of Technical Requirements (2/3)
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Requirements Templote document)

m Meaningfil and not too fong

Functionality ID Respective user requirement that this
reguirement will oddress

Description Description of the requirement and if
guantification possible quantification (especially in the
case of non-functionol requirements such as
the anes related to performance)

Additional

information ([sowrce,
characteristics, short
description of the

process)

This allows us to identify the priority of the
reqguirements, which can be updated in the
different iterotions:

s  AAN: Maondatory reqguirement.

® DF5: Desirable requirement.

s OPT: Optional requirement.

& ENH: Possible future enhancement

Reference Scenarios Pilot scenaric in which this

madule/component may be utilized

This field contoins information on how to
assess the fulfilment of this requirement.

Figure 9: Template for the Collection of Technical Requirements (3/3)
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