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Abstract

This document presents the final implementation of the Policy Recommendation Toolkit (PRT),
which aims to facilitate organizations in policy-making and provide a transparent governance
model that gives the opportunity to citizens to audit these processes of policy-making and to
actively participate in the formation of them via blockchain-enabled co-creation. In this final
implementation, the requirements derived from the pilots are finalized; the requirement
engineering process follows an agile methodology, and the core aspects of the system are
identified. These aspects are consolidated in the PRT architecture, which is another outcome of
the present deliverable. Additionally, a wallet has been implemented based on Verifiable
Credential in order to engage the citizens in the policy recommendation process. Integration of
Blockchain Infrastructure with citizen wallet and PRT have been analysed in the final version of
the architecture. Implementation of the PRT and integration into both the Visualization
Workbench and the decentralized infrastructure has finalized; the final platform is given in the
present report.
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1 Introduction

1.1 Purpose and scope

The present document offers the 2" and final iteration of the Policy Recommendation Toolkit
(PRT). Following the user stories, it derives the set of user requirements and, based on these
requirements, presents the architecture that fulfils them. In accordance also with the
methodology followed in D3.1 and D3.2, the final version of the architecture is presented and
incudes the business and application layers. The technical layer (application and infrastructure) is
also be presented in this 2" and final iteration of the document.

Although the pilot use cases focus on data and actors from organizations, the present document
extends, whenever applicable, the use cases to citizens and have them to participate in the policy-
making process, improving participatory governance and policy-making. Following the model of
open democracy and recognizing that policies primarily affect the citizens, we leverage the
decentralized infrastructure defined in D3.1 and D3.2 to facilitate the participation of citizens in
the policy-making process. This is achieved via various means that are implemented via self-
governed smart contracts, which also allow citizens to form opinions, provide feedback to
policymakers and vote for recommended policies. The developed wallet component facilitates
citizen engagement through a DAO-based voting mechanism. The citizen wallet integration
leverages a Verifiable Credential based solution in order to ensure trust between citizens and
public authorities. These mechanisms have been implemented, with the present document
providing the overview of the technology enablers and the implementation that complement
those proposed in the Decentralized Data Governance Framework (D3.1 and D3.2) and are
specific to the citizen user group. Furthermore, the implementation is described.

1.2 Document structure

The present document is structured as follows:

Section 1 contains the present introduction.

Section 2 lists the requirements and briefly presents the new technology enablers that
have been leveraged for implementing the PRT.

Section 3 presents the various layers of the architecture.

Section 4 presents the developments and the finalization of the PRT along with the
citizens’ wallet.

e Section 5 gives a series of horizontal Key Performance Indicators (KPIs) that have been
developed and integrated into the Policy Recommendation Toolkit, following the rules and
guidelines of the Data Governance Framework (DGF).

e Section 6 gives the conclusions of the present work.
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1.3 Updates since the previous version

In this section, the major updates incorporated in the context of this deliverable are highlighted,
in comparison to the first version of the series of deliverables related to the Policy
Recommendation Toolkit.

Firstly, Section 2 introduces a new subsection that elaborates on Al4Gov's implementation of
homomorphic encryption, focusing on its key features and practical applications.

Next, Section 3 presents the finalized architecture, introducing a new subsection that details the
Technology Layer, which enhances the overall implementation of the final PRT and citizen wallet.

Also, Section 4 details the refined PRT and implemented citizen wallet, providing a comprehensive
overview of their finalized structure and functionalities.

Finally, Section 5 introduces a series of horizontal Key Performance Indicators (KPls), developed
and integrated into the Policy Recommendation Toolkit in accordance with the Data Governance
Framework’s (DGF) rules and guidelines.
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2 Use Cases and requirements

A policy-making process can be defined as a collaborative process that involves interest groups
and analytical frameworks with the goal of forming a common set of goals and actions (Thatcher
et al., 2015). To facilitate the optimal design of policies, it is essential that large groups of affected
stakeholders are able to form networks in order to communicate ideas and needs and form
policies using a co-creation process so that all stakeholder interests are imprinted in the resulting
policies. In the domain of public policies, in particular, this process needs not only to involve large
segments of the public sector but also to be transparent to the public; the citizens should be able
both to co-design policies and audit them.

Modern trends in digitalization and Al can help these processes grow and enforce transparency
in various facets of their execution. Although the facets of the processes that can be enhanced by
digitalization are interconnected, we can roughly separate them into the following categories.

e Semantic interoperability: Policies often depend on terminology, models, and datasets
that are used and understood at different levels by interested stakeholders. Semantic
interoperability mechanisms ensure that when policies are defined, their constituents
have a specific meaning that is understood unambiguously by all interested parties.

e Promotion of inclusiveness, responsiveness and accountability by enabling the model of
Open Democracy (Landemore, 2020). Technological enablers such as the blockchain
technology can help institutions and citizens to participate in activities of policy formation
in its various phases, from consultation to voting. Decentralization can also act vertically
through all aspects of digitalization by enforcing trust.

® Recommender systems can help produce optimal policies by solving optimization
problems and suggesting candidate policies according to the constraints set, greatly
reducing the complexity of designing a policy from scratch. With the advent of Al, these
optimization processes can produce solutions that are very close to global optima;
moreover, by using generative Al, new areas and potential actions can be explored by
searching through the available datasets.

In the following sub-sections, the following axes are described, together with a mapping that
shows how they can be leveraged to enhance policy-making in the Al4Gov Pilot Cases.

2.1 Semantic Interoperability

From the first days of the Semantic Web (Semantic Web — W3C), the goal of semantic
interoperability is to provide unambiguous meaning to data exchanged between information
systems. In practice, this can be very difficult since these meanings depend on context and are
often shared between systems and processes that were not designed initially to be working
together. The word “safe” for example, can have a different meaning depending on the domain
(e.g., mean an acceptable level of emission in the domain of green growth or applied in the
working conditions in labour policies). When, as it is commonly the case, policies involve multiple
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domains and different datasets are combined, the categorical labels of data that have a semantic
relation, have to be grouped together. While this process can be done manually by a data curator,
it is often tedious and, in the case of large datasets, could prove impossible. Novel techniques
that involve Knowledge Graphs and Al, however, can be used to cluster entities that are
semantically interlinked.

For the use cases of Al4Gov, the requirements for semantic interoperability can be seen in Table
1. We distinguish two cases:

e The pilots in isolation. This is represented in the first three rows of the table. For this case,
the main requirement is to uplift the data to a taxonomy so that it can be readily
interpreted and consumed by a 3™ party.

e Collaboration between pilots, in the two last rows. This is the case in which water
management policy design (DPB) and waste management policy design (VVV) can be
benefited by policy data maintained by JSI. How this is done is investigated in the Al Policy
Making Section, however it requires that data from the two sources are aligned via an
appropriate model.

Table 1: Semantic Interoperability in Al4Gov Use Cases

““_ .

WWEITO Y EGEECINERIAE DPB  -Sewage -Workers at the municipal -Uplift data

drinking water Treatment consortium for water
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-Citizen

wallet data -
Explainabilit
y reports -
Bias reports
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of projects public metadata

submitted Institutions/Organization
SDG Observatory (textual s that are submitting
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WENE \ERErCIE il VVV | Data from -Policy makers Align data

policies -JSI DBP and JSI _Citizens

2.2 Open Democracy

While, in theory, citizens have access to public information, can monitor government and
participate in public consultation, participation in these processes is often hindered in practice.
Citizens often have to actively search for the appropriate channels, while efficient participation
in the public consultation may be poisoned by deep fake, paid digital accounts and bots.

Blockchain is a technology enabler that can facilitate inclusive democratic processes while helping
avoid the aforementioned caveats. The blockchain enabler and underlying infrastructure that is
going to be used in Al4Gov to implement a fully decentralized data governance framework has
been documented in D3.1 and D3.2. In this section, we are describing how the decentralized
infrastructure, along with the usage of smart contracts and the on-chain data governance
framework, can be used to activate citizens in policy making. The requirements for this are listed
in Table 2. Briefly, the affected actors can be separated into two categories:

® Policymakers (as members of public institutions) propose policies and define the
governance policies by which the policies can be endorsed.

e (Citizens can vote on the proposed policies and can demand to retrieve explainability
reports if the policies are based on the output of an Al algorithm.

In case where an Al output is produced deterministically, it can also run on the blockchain as a
smart contract. In this case, the citizens have an extra tool for auditing, as they can validate the
models by rerunning them on their nodes.

The cases have been limited to two pilots, namely DPB and VVV, since these pilots directly involve
policymaking that has the potential to engage stakeholders from the whole spectrum, from public
servants to citizens. The special user group “Governing body” is reserved for the users that have
the right to alter the policies by which the blockchain is governed (e.g., change the voting system
from unanimous to majority, change the definition of the code running a recommender system,
etc.). The physical users to which this group corresponds may vary depending on the use case.
For the DPB and VVV, these would be the policy makers (the users of the institutions).

Table 2: Digital Open Democracy in Al4Gov Use Cases

“n_ .

Water Management — -Policy Maker -Propose policy

drinking water

-Alter policy
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2.2.1 Trustin an open democracy

One of the key challenges that any digital platform that tries to implement mechanisms of open
democracy has to face is that of trust. Citizens avoid entering an open and inclusive platform if it
lacks the appropriate transparency and trust mechanisms. Any such platform should guarantee
that:

e Any feedback and consultation that is signed by the citizen cannot be altered or isolated
in any way.
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e Both the governance process and the mechanisms by which this process can change are
clear to citizens.

e Any piece of evidence (e.g., OECD report) that is used for forming a policy can be retrieved
and inspected by citizens.

e Secrecy of vote should be possible.

The first three elements are typical use cases of a blockchain infrastructure: the technological
enablers and the mechanisms for enforcing them are documented in D3.1. The secrecy of the
vote, however, is a new requirement that is specific to the PRT and has to be treated separately.

At first sight, providing vote secrecy seems incompatible with the nature of the blockchain; ballots
need to be counted by the smart contract that implements the voting mechanism and have to be
recorded into the blockchain in plain view of all peers. However, by following certain
cryptographic protocols, such as the Zero Knowledge Proof (ZKP) (Feige et al., 1987), this can be
used to prove certain statements without disclosing further information.

A graphical way of understanding the basic idea behind ZKP is the story of the Ali Baba cave. The
setting is depicted in Figure 1. The cave has a door that connects paths A and B. The door has a
code that the Prover knows. She wants to prove to the Verifier that, indeed, she knows the code
without disclosing the code itself.

ﬁ
@7 o

Verifier 0

Prover

Figure 1: The Ali-Cave. The Prover knows the combination of the lock that is deep in the cave. She wants to prove to
the Verifier that she knows the code without disclosing it

A straightforward way to achieve this is to have the Prover and Verifier both randomly choose a
path, Figure 2. First, the Prover follows the path to reach the door without the Verifier seeing,
and then the Verifier goes to the entrance and shouts his choice. The Prover then has to follow
the path that the Verifier called and appear in the corresponding entrance. In case the prover
does not know the password, she cannot cross the door and must, therefore, return by the way
she took. This path has a 50% probability of coinciding with the path that the Verifier called. If she
knows the password however, she can appear on the called path. By repeating the experiment
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enough number of times to eliminate the chance of luck, the Prover can prove to the Verifier that
she, indeed, knows the password to the door.

Verifier

Figure 2: The Prover follows a path and opens the door. The Verifier shouts a random path. The Prover is expected
to appear on the entrance corresponding to the path that the Verifier called

Extending the above reasoning to the voting system, it can be seen that the information that is
needed for deciding the outcome of a vote is not the individual ballots but rather:

e The aggregates of all the ballots
e The knowledge that a voter has cast a ballot to avoid double voting.

ZKP mechanisms can be applied to prove that a voter has cast a ballot. For computing the
aggregates, various schemes based on ZKP exist, such as the “Commitment Scheme”. For the
purposes of the PRT however, the most promising solution that is now under development is that
based on the Homomorphic Encryption. Homomorphic Encryption is a technique that allows
operations on encrypted data without the need to decrypt it. The main idea of the mechanism is
depicted in Figure 3. A plaintext m can be encrypted in the cipher ¢(m), and consequently, if f is
any function, the message f(m) is encrypted into the cipher c¢(f(m)). If the encryption is such that
by applying f to c¢(m) we get the same cipher ¢(f(m)) as that we would get if we encrypted f(m)
directly, then the encryption scheme is a homomorphic encryption that allows computation of
function f directly on the encrypted data.

As an example of this, consider the Pallier function defined by:
C(m) = g™r"modn?

with g,n being the public key and r a random number.

then

C(m,)C(my) = g™r,"modn? g™2r,"modn?> = g™+ (r;r,)"modn?
= C(my + my)
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It can be seen the cipher contains the sum of the encrypted sum of the messages; this is exactly
what is required by a voting system.

f

m ——) | (M)

encrypt/decrypt I I encrypt/decrypt

C(m) | e C(f(m))

Figure 3: Homomorphic encryption. Applying f directly to c(m) produces the output c(f(m)). Decrypting it, we get the
same output as we would get if we applied the function directly in the plaintext data

2.2.2  Al4Gov Implementation of homomorphic encryption

The methodology adopted for the citizen voting system is based on the Paillier cryptosystem (Will
et al.,, 2015), a homomorphic encryption algorithm that ensures secure computations on
encrypted data. The Paillier cryptosystem is a probabilistic asymmetric encryption algorithm
(public, private key) that relies on the difficulty of computing discrete logarithms in a composite
modulus. A key feature of this cryptosystem is its additive homomorphism, allowing encrypted
values to be summed without decryption. This property has been leveraged in the voting system
to aggregate all encrypted votes securely, producing the final ballot result without exposing
individual votes, ensuring privacy and integrity in the election process (for more details see
Appendix).

The voting system is based on citizen wallet where the citizens store their identity. The wallet
utilizes a verifiable credential solution in order to enable a decentralized Identity management
system. Citizens can present proofs in order to be verified without disclosing their identity details.
After the verification, citizen can vote on a selected policy. Citizen wallet has access to the public
key via blockchain. Therefore, the user cast a vote request as shown below (Table 3).

Table 3: Vote Policy request

Endpoint URL

HTTP Method POST
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URL Parameters policyName (e.g. Waste Reduction)

credential_id (e.g. a5fb980e-d342-4d3f-a64b-67f79f2f44179)

vote (e.g. 1)
Response Example
B
"response": {
"message": "Successfully submit a transaction",
"result": "Policy Voted"

}I
"timestamp": "2025-03-21T15:11:36.680Z"

~

The citizen has three voting options, Upvote (1) Downvote (-1) and Neutral (0), Figure 4. The
request promotes the preferred vote of citizen regarding the selected policy. The encrypted vote
is stored on the blockchain, on condition that the citizen has not voted on that policy before and
a successful message is received as a response.

Waste Reduction
Waste Management

Upvote Downvote -

Figure 4: Policy voting choices

The wallet encrypts the vote (m) with the public key using the Paillier cryptosystem before
submission to the blockchain gateway. The encrypted vote C(m) is received in the gateway and if
the citizen has not voted the policy, yet the C(m) is stored in the blockchain. The encrypted Vote
is stored in the blockchain with below format, Figure 5.
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key: "Policy63453del12d0a2ed231abcd00b7f00046030f4f7baa8cadf2271618496453665cede5706536d625d32303d5
b8453ea0dec6bb08d99a8dd3c0d97630e3ee24f219"

is_delete: false

value: "{"PolicylD":"63453de12d0a2ed231abcd00b7f00046030f4f7baa8cadf2271618496453665ce4e5706536d625d3
2303d5b8453ealdec6bb08d99a8dd3c0d97630e3ee24f219" "PolicyName™:"waste management”,"KPI1s":["GreenCit
y"."Reduce city taxes","Increase recycling”,"Waste Collection Efficiency”,"Waste Reduction”],"Category™:"Waste Ma
BEG NGO a5 Th980e-d34 2-4d3f-a64b-67179f2f44179":"37085074362857164972339189031917838912\n1
61239770298305415238079254504080614834905138529827061861275814174950962787735805115763784157
235944719682733583824769103447324912537345853278531123600083753854854274371690012308389711507
113864 75730664593884205553505707201496299738581404968170000037912664128601013827662268109349
30412441703057206459010705188424563792142725656646847539110255601762563087184056235198163325
62897932610579001341983297147647925892234015301607846300442875830254012185095039010917849197
95173557112666498952178653463445751543736058708615352188580225914225116579934551917646450457
17959277178495669115005523928869569702161477124105529542792241399457043596085205515716243815
0D6558756643403167921202532786234889170288903471055637217903725603709636805566034671600480786
35226170434555691735915133261897814113096921800516430477250907959378348596415521439321703627
34159870996988075759522507395486564670155732040651751318002590620933916135772244117444422941
57231389088079744699373977388798201627395437225096681832678071163242062479062132973834768937
38166003037015107134062216485299226408262529532611888124719778278741639330537697663043815474
54448156840199024585772638120720833726484750181780916851970335256338476799671431012517385
il "CreatedBy":"VVV","CreatedAt":"Wednesday, 26-Mar-25 16:21:51 UTC","Endorsers":[],"Endorsed":false,"Statu
s"", "Tag":""}"

Figure 5: Citizens’ Votes as stored in Blockchain

The multiple encrypted votes can be retrieved from the gateway so as to apply a
homomorphically aggregated (f operation) without decryption C(f(m)). The result of C(f(m)) can
be decrypted and get the final result of the ballot f(m), Figure 6. The related users can have access
to ballot results every time they select to see the result for a specific policy. Users can access
updated results dynamically, as the system recalculates the tally whenever a new vote is cast.
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Figure 6: Homomorphic encryption implementation on Al4Gov
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2.3 Al In Policy Making

As the number of datasets that correspond a) to the underlying domain(s) of the policy under
consideration and b) to the number of opinions formed in public discourse keeps growing,
processing of this information via Al, both traditional and generative can lead to
recommendations of new policies that benefit from insight gained by these data, that is hard to
get via traditional means. Al, in this sense, can lead to breakthroughs in policy-making. However,
some caveats can identified:

e The datasets may be poisoned by errors and/or bias.

e In the current state of social media, many of the data points have themselves been
generated using generative Al; these data points may too poison the Al models.

e (Citizens and representatives cannot verify the source or the validity of the data; even
worse, they cannot identify if the Al has been trained on such poisoned datasets and if,
thus, can be trusted.

As with open democracy, decentralization can help in enforcing trust in Al models by demanding
that:

e Each Al is assigned a decentralized identifier (DID), which is attached to any report it
generates

e Any Al derived result or report is anchored in the blockchain together with the metadata
of the Al that produced it, so that stakeholders can audit the Al to retrieve information
such as its algorithm, its training parameters, its learning corpus etc.

In addition, these caveats are addressed by complying whit GDPR and the recently passed Al Act.
As an extra layer of trust, Al that produces deterministic results can run on-chain as a smart
contract. The execution of an Al that is implemented as smart contract is fully reproducible by
any peer; in this sense stakeholders can validate the results independently. The requirements
that codify the above considerations can be viewed in Table 4.

Table 4: Al-enabled Policy Making in Al4Gov

H“_ .

Water Management - -Sewage
drinking water Treatment

Policy Makers -Set criteria

q -Get
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3 Architecture

Following the requirements laid out in Section 2, the architecture of the Policy Recommendation
Toolkit can be derived. This architecture describes the toolkit to a level of granularity that is at a
lower level than the one described in the Al4Gov Reference architecture that was described in
D2.4 (Figure 7). The red boxes indicate the backend of the PRT, while the green box corresponds
to its backend. Elements of the PRT overlap with the Decentralized Data Framework, which was
described in D3.1 and D3.2, while the front end is tightly integrated with the Visualization
Workbench. As such, certain elements of the architecture of the PRT are referred to elements
described in D3.1 and D3.2.

For a uniform presentation, the same approach that was followed in D3.1 and D3.2 to describe
the architecture will be followed here. The Archimate modeling language (Archi — Open Source
ArchiMate Modelling) of The Open Group will be followed and the architecture will be described
in the Business and Application Layer; as there is a strong semantic component to the PRT, a
special Semantic View will also be given. As is the case with the Decentralized Data Framework,
further decompositions of the architecture elements, along with its technical layers, will be given
in this 2" iteration of the deliverable.
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Figure 7: Al4Gov Reference Architecture

3.1 Business Layer

From a business perspective, the main value of the PRT is to facilitate policy making. However, as
it was already seen by the requirement analysis, it does so by incorporating various

D3.4 Policy Recommendation toolkit V2



interconnected functionalities and affects the various stakeholders in a different way. To this end,
a high-level business viewpoint will be given, that will be accompanied by the different views that
describes how these different aspects.

The high level viewpoint is presented in Figure 8. A circular value stream provides clear and
unambiguously defined policies that are enhanced by the engagement of the stakeholders. The
stakeholders co-create the policies by using a platform that promotes trust. The policies are
published and are then governed and audited via the open platform. The business services for
materializing this value stream are:

e The Semantic Alignment service is leveraged to produce policies with clear semantics.

e The Open Democracy DAO implements all functionality that allows stakeholders to
participate and govern the policy-making process in a democratic and decentralized
manner using the underlying blockchain infrastructure.

e The Al Recommendation service uses Al to recommend policies based on criteria set either
by the policy makers or by the democratic process agreed upon in the DAO service.

Policy Maker %
semantic O
Alignment Policy )
Recommendation
Service
Al Recommendation o
Policies O
Transparent Participation O created
policy of citizens according to
semantics Citizen %
Design Optimal Poli
sign Optimal Policies v =
Engage = Promote 3>
stakeholders ~— ——--L—— » Trust
AV - < e S Open Democracy (O
Provide 3> Co-create 3> DAO Service
context
. - f/
\\\ /f
4
Citizend Dq 7
dit *
audl b ed Publish 5>
Policy
Transparent Highly O
and efficient and
auditable inclusive

Figure 8: PRT Architecture — High-level view
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3.1.1 Semantic Alignment View

Figure 9 depicts the Semantic Alignment View that shows how the Semantic Alignment service is
decomposed. It is realized by an underlying business process, which is served by two sub-services.
The Data Uplift Service performs the translation of data headers, relations, and metadata from
the source format to the common vocabulary, while the Data Alignment Service maps data
between data sets using common ontologies.

These services are in turn realized by internal business processes, which are composed
respectively by internal business functions, which define that uplift and alignment should be
performed by using discovery services that are based on Al.

Semantic O

Alignment
Service
fay
Semantic =
Alignment
Data Uplift & Data O
Service Alignment
service
FAN JAN
Data Uplift = i
Process Data =
Alignment
i Process
Al leveraged [~ Al Leveraged ()
uplift alignment
Al Expert %

Common Semantic Model £

Figure 9: Semantic Alignment View

3.1.2 Open Democracy View

The Open Democracy DAO is a Decentralized Autonomous Organization? realized by the elements
depicted in the Open Democracy View in Figure 10. The Service is realized by three processes that

1 https://www.investopedia.com/tech/what-dao/
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cover all main aspects of the service, mainly voting, consulting (opinion forming) and auditing.
The functions that implement this view are all based on business logic implemented in smart
contracts using the underlying Decentralized Data Governance infrastructure.

Smart contract 1)

Voting = enabled voting

| A

A Al4Cov Decentralized E]
Open Democracy (O - infrastructure and

DAQ Service Consulting = Smart contract Q contracts
et e enabled opinion
posting
V.
Auditing = Provide transparent Al Q
| PR

Reproducible Al [
recommendation

Auditing of [
source Al

Auditing of [
explainability
reports

Figure 10: Open Democracy View

3.1.3 Al-based Policy Recommendation

The Al-based Policy Recommendation View is depicted in Figure 11. The realization of the Al
Recommendation Service takes place via two functions, mainly the one that is responsible for the
recommendation itself and the one that is responsible for anchoring any Al and explaining ability
reports that happened off-chain to the policy that was recommended based on this Al. The on-
chain Al analytics function is served by the Al4Gov Decentralized Infrastructure and Contracts
(defined in D3.1 and D3.2). External Al Services that are to be implemented in WP4 can be
anchored in the blockchain following the processes of data anchoring defined in the Decentralized
Data Governance Framework and, in turn, served to the Al Recommendation Service via the On-
chain Al analytics function.
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Figure 11: Al Recommendation Service

The on-chain Al analytics function is about to recommend some KPIs based on analytics which are
getting as response from Al services. The recommended KPIs are appended to the policy which is
written on-chain.

3.2 Semantic Layer

In order not to be confused with the Semantic Alignment View, which was described in 3.1.1, the
Semantic Layer depicts the organization of data and information, whereas the Semantic
Alignment View describes the process of performing semantic alignment. This layer is depicted in
Figure 12. Sources of data include:

1. Aland explainability reports that are generated by external Al services and are linked into
the blockchain via anchors. The anchoring business function describes this process and is
used to serve the recommendation system based on Al.

2. The source and the aligned data come from data that are retrieved on-site; the first one
corresponds to raw data as these are collected by pilots, while the latter one corresponds
to data that have been uplifted by the semantic models.

3. Finally, the policy is a serialized document that describes policies and is stored on-chain.
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Figure 12: Semantic Layer View

3.3 Application Layer

The high-level application layer of the PRT is depicted in Figure 13: PRT Architecture — Application
LayerFigure 13. The toolkit is a component that is assigned to two services: the DAO service, which
implements the Open Democracy functionality, and the Al Recommendation Service, which
implements On Chain Al and mapping of policies to Al reports via blockchain anchoring. For
completeness, all relevant business services that are realized by the corresponding application
services are also listed in the diagram. The Semantic alignment is not directly assigned to the
component, but rather serves other functionalities of the PRT, namely the recommendation
service itself. The role of the main application services is to serve the core business functions that
compose the PRT, such as the auditing/voting systems and the recommender system.
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Figure 13: PRT Architecture — Application Layer

3.4 Technology Layer

The Technology Layer (or Technology View) provides a structured representation of the
hardware, software, and networking infrastructure that supports the application processes,
Figure 14. We have two Hyperledger Aries instances: one that creates the artifact for the Citizen
Wallet and another that creates the Next.js artifact, i.e., the Visualization Workbench. The critical
difference between them is the decoupled Aries Controller, which is separately deployed on its
own server.

Additionally, the Mediator Component ensures that the appropriate data supporting the
Verifiable Credentials workflow is written to the Hyperledger Indy blockchain solution. The BIE
Infrastructure, along with the two Hyperledger Aries instances, forms the Shared Blockchain
Interface.

The APK and Next.js artifacts both realize the Policy Recommendation Toolkit (PRT), while the
Shared Blockchain Interface serves the PRT. The Node.js server inside the BIE Infrastructure
realizes the BIE Service, whereas the Hyperledger Aries nodes realize the Aries Service. Together,
they support the Al Recommendation and DAO Services of the Application Layer.
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Figure 14: PRT Architecture — Technology Layer
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4 Prototype Development

The implementation of the PRT was following an iterative process by which a continuous
requirements engineering process is followed in parallel with pilot activities (WP6) to constantly
update the requirements and the software releases following suit to implement a subset of these
requirements in each cycle.

In parallel with the implementation of PRT, integration activities have also been performed; both
the decentralized infrastructure and the PRT code base are integrated into the Visualization
Workbench as far as the desktop elements are concerned. Apart from that, based on the
comments of the first review in order to include the new case of open democracy we have
implemented a decentralized mobile application (dApp) for citizens. This wallet borrows design
elements from the Visualization Workbench in order to create a unified user experience.
Furthermore, an Al-enabled toolkit for open and inclusive policy-making involving public
authorities and citizens has been implemented.

The overall status of the implementation in relation to all the functionalities that the PRT
introduces can be summarized as follows:

e The mechanism for aligning KPIs into a lightweight semantic model has been
implemented. The model was developed based on KPIs from the VVV and DPB pilots and
is used for prototyping purposes.

e |Insertion and updating of policies have been implemented as a smart contract using the
underlying decentralized infrastructure that is described in D3.1 and D3.2.

e Mechanisms for voting policies have also been implemented. Voting can be performed by
both institutions and citizens via their dApps.

e Smart contracts for automatically filtering out popular policies have been implemented.
These smart contracts identify popular policies that are endorsed by peers (e.g., other
municipalities) or by peers upon conditions set into the smart contract.

® An on-chain recommendation system has been implemented as a smart contract as a
prototype of on-chain Al recommendation algorithms. The prototypical recommendation
system accepts a set of hard and soft KPIs and returns all policies that fulfill the hard KPls
set by the user. The policies are then ranked according to their performance on the soft
KPls.

e The inclusion of taxonomies and vocabularies into the Decentralized Governance Model
and the utilization of those taxonomies to define action items and KPIs of policies.

e The implementation of mechanisms for defining custom blockchain governance models
and deploying DAOs on the blockchain.

e The implementation of a mechanism for automated smart contract definition and
deployment. This task is common with activities carried out in T3.1; in the context of T3.3
the focus was on applications that allow users to set the basic rules and meta-parameters
of a recommender smart contract (e.g., threshold values for accepting policies, sequence
of conditions etc.) and govern how this updated business logic is deployed in the
blockchain.
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e The implementation of fully autonomous citizen dApps has been packaged and deployed
on Android devices. This Android application allows citizens to monitor policies and
participate in voting and giving feedback on them.

4.1 Policy Recommendation Toolkit (PRT)

4.1.1 PRT Overview

The Policy Recommendation Toolkit (PRT) and its functionalities are integrated in to Visualization
Workbench (more details in D4.4) which is publicly available in the Ai4Gov cluster (https://cluster-
ai4gov.euprojects.net/). The PRT includes interactive graphical components for providing each
one of the major functionalities that fulfil the framework’s objectives. There is more than one
navigation option among the available tools through the application's overview screen, which are
available to the policy maker; this can be chosen via the initial page (Figure 15 and Figure 16). As
depicted in Figure 15, the four main functionalities are described, allowing the user to navigate
to one of them. On the same screen, there are four categories in which the policy maker can
create a new policy, as depicted in Figure 16.

Overview
Main Actions
o @ Q
Explore Modify Recommend
View the existent policies with their details: actions, KPis, effects, Update the effects of the existent policies. Use criteria like hard and soft constraints to find suitable existent policies
Comments. and view their match scores.
view woae. + vIEw woRe -+ W woRE >
7

Create

Define & new policy for the chosen domain,

Main Domains

4 use cases

m Traffic Management m

Figure 15: Homepage of the Policy Recommendation Toolkit (top view with functionalities)
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Sewage Water Management
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Figure 16: Homepage of the Policy Recommendation Toolkit (bottom view with the categories)

4.1.2 PRT Policy Creator

Then the user can create a policy from the relative menu, selecting a specific category (waste
management, traffic management, drinking water management, sewage water management).
Following the process of introducing a new policy for each of the existing categories, as will be
analysed in detail below. Initially, for the first category of waste management, the user is required
to complete the following form, as depicted in Figure 17.

select an use case:

Waste Management ~
Title

Policy:

user
[vwv

Objective/Goal
Dataset:

Humber of vehicles:

Optimisation criteria

Figure 17: Policy Creator interface
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In this specific form, the policy creator is required to fill in the following details. First, the title of
the policy is entered in the first field. In the second field, labelled 'policy,’ one or more policies
related to the specific category are selected. The third field, 'user,' contains a fixed value with the
user's name and cannot be modified.

Next, in the 'objective/Goal' field, one or more objectives expected to be achieved with this policy
are entered. The following field is related to the dataset of the Al models that will be used for this
specific category. In the last two fields, the number of available vehicles in the municipality that
are ready to be used is entered, followed by the criteria that the policy maker wants to optimize.
In this example, the criteria include time and distance.

The final form, once completed, depicted in Figure 18.

Al4Gov Platform 9

Select an use case:

Waste Management

Title.

[Wusm Policy|

Policy:
Greencity x Reduce waste x
user
v
Objective/Goat
Reduce city taxes x

Dataset:

Waste Management: VWV Smart Bins Fill Levels

Number of vehicles:
3
Optimisation criteric:

Time

Figure 18: Fill form with the appropriate values in Waste Management category

When the user presses the 'Submit' button, certain processes start running in the background,
Figure 19.
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Figure 19: Policy creation submitting process screen

First, all the information entered in the form is collected and properly prepared to be sent as a
request to the analytics. This is the body that will be incorporated into the APl request, Table 5.

Table 5: Request to Al analytics for Waste Management Category

HTTP Method POST

Request Body
B{

"distance_type":"optimize distance",
"vehicle_capacities": 5

Response Example
RI{ "total_time": O,

"total_distance": 10845,

"total_load": 3133,

"total_fuel_cost": 6.42
}

Therefore, the user receives feedback in the form of a window displaying all relevant information.
Initially, it includes the title of the policy that has been entered, the user who submitted it, the
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KPIs generated by the analytics, as well as the predicted values produced by the algorithm. These
values include the distance travelled, the time required, the fuel consumed, and the fuel cost
incurred, as depicted in Figure 20. The final policy is stored in the blockchain.

Policy title: Waste Policy
Submitted by:

KPis based on Al tool
KPis:

was

Analytics values:

Total distance: 11670
Total time: 825
Total load: 16630
Total fuel cost: 6.91

Policy is accepted

Figure 20: Total policy recommendation and analytics results in Waste Management category

The next category concerns traffic management. This category is selected from the drop-down
menu in the first field. In this specific form, the policy creator is required to fill in the following
details. First, the title of the policy is entered in the second field. In the third field, labeled 'policy,’
one or more policies related to the specific category are selected. The fourth field, 'user,’ contains
a fixed value with the user's name and cannot be modified.

Next, in the 'objective/Goal' field, one or more objectives expected to be achieved with this policy
are entered. The following field is related to the dataset of the Al models that will be used for this
specific category. And in the last two fields, the violation for which we want to make a prediction
is initially entered, and in the second part, the part of the week we want to examine. In the
application, there are two options: the duration of the week or the weekend. The final form, once
the form has been completed, as depicted in Figure 21.
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select a Category:
Traffic Management ~
Title
Traffic Policy
Palicy:
satecity x Sustainable, smart secure, accessible and fesible urban mobillty policy x
User
wwv
Objective/Goal:

Reduce roffic congestion x  Increase sitors' satisfoctien

Dataset:

Waste Management: VWV Smart Bins Fill Levels

Select violation
Speed Limit Violation
Part of week:
I Weekend v

Submit

Figure 21: Fill form with the appropriate values in Traffic Management category

When the user presses the 'Submit' button, certain processes start running in the background.
This is the body that will be incorporated into the API request, Table 6.

Table 6: Request to Al analytics for Traffic Management Category

Endpoint URL

HTTP Method POST

Request Body
B
"violation":"Speed Limit Violation",
"part_of_day": "weekday"

Response Example
Rl{ "area": 4,

"distance_to_be_covered": 109.0,
"fuel_cost": 12,
"num_police_cars": 3,
"time_needed": 1306.8 }
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Once the process just described is completed, the user receives feedback in the form of a window
displaying all relevant information. Initially, it includes the title of the policy that has been
entered, the user who submitted it, the KPIs generated by the analytics, as well as the predicted
values produced by the algorithm. These values include the cost of fuel, the distance that needs
to be covered, the time required to cover the distance, and the number of police cars, as depicted
in the Figure 22.

Al4Gov Platform

Policy title: Traffic Policy

Submitted by:

KPIs based on Al tool

Fuel cost 16

Distance needed: 151
Time needed: 1812
Number of police cars: 4

Policy is accepted

Figure 22: Total policy recommendation and analytics results in Traffic Management category

The next category concerns the quality of drinking water. This category is selected from the drop-
down menu in the first field. In this specific form, the policy creator is required to fill in the
following details. First, the title of the policy is entered in the second field. In the third field,
labeled 'policy,' one or more policies related to the specific category are selected. The fourth field,
'user,' contains a fixed value with the user's name and cannot be modified.

Next, in the 'objective/Goal' field, one or more objectives expected to be achieved with this policy
are entered. The following field is related to the dataset of the Al models that will be used for this
specific category. In the last field, the user is required to choose between the three options
ATALAYA, HIGUERA LA REAL, VALDERE DE LLERENA, which concern the area for which the
prediction will be made, as depicted in Figure 23.
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Select a Category:
Drinking Water -

Title
Drinking Policy

Policy:
‘Water sustainability x

User
v

Objective/Goat:
Woter quality x Water sustainability x

Dataset

Traffic Violations: VVV Police Tickets Issued

Select water station

ATALAYA

Figure 23: Fill form with the appropriate values in Drinking Water category

When the user presses the 'Submit' button, certain processes start running in the background. A
form is created that contains the necessary information that has been entered, as well as an
additional CSV file that includes the history of previous reports regarding water quality, Table 7.

Table 7: Request to Al analytics for Drinking Water Category

Endpoint URL
HTTP Method POST
URL Parameters use_case (e.g. drinking water - quality)

entity (e.g. ATALAYA)

Response Example

B
"prediction_cl": 0.6213,
"prediction_level": 90.685,
"prediction_ph": 8.1142,

}
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Once the process just described is completed, the user receives feedback in the form of a window
displaying all relevant information. Initially, it includes the title of the policy that has been
entered, the user who submitted it, the KPIs generated by the analytics, as well as the predicted
values produced by the algorithm. These values include the prediction of CL, PH and level as well,
as depicted in the Figure 24.

Al4Gov Platform

Policy title: Sustainable Water

Submitted by:

KPls based on Al tool

KPIs:
Water Quality Compliance Rate
Assessing water acidity/alkalinity through ph

Healthy level of chlorine
Water Level Consistency

Analytics values:
Prediction cl: 0.6213
Prediction ph: 81142
Prediction level 90.685

Policy is accepted

Figure 24: Total policy recommendation and analytics results in Drinking Water Management category

The next and the last category concerns the sewage water. This category is selected from the
drop-down menu in the first field. In this specific form, the policy creator is required to fill in the
following details. First, the title of the policy is entered in the second field. In the third field,
labeled 'policy,' one or more policies related to the specific category are selected. The fourth field,
'user,' contains a fixed value with the user's name and cannot be modified.

Next, in the 'objective/Goal' field, one or more objectives expected to be achieved with this policy
are entered. The following field is related to the dataset that will be used for the above. In the
last field, the user is required to choose between the three options EDAR Cheles, EDAR Oliva de
la Frontera, EDAR Torremayor, which concern the area for which the prediction will be made. As
depicted in Figure 25.
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select a Category:
sewage Water v

Title:
sewags Policy

Policy:
Water sustainabiity x

user
VW

Objective/Goal:

Water sustainobility x

Datasset
Sewage Water: DPB waste woter treatment plant Sensors

Selact water station

EDAR Cheles

Figure 25: Fill form with the appropriate values in Sewage Water Management category

When the user presses the 'Submit' button, certain processes start running in the background. A
form is created that contains the necessary information that has been entered, as well as an
additional CSV file that includes the history of previous reports regarding energy consumption,
Table 8.

Table 8: Request to Al analytics for Sewage Water Category

Endpoint URL
HTTP Method POST
URL Parameters use_case (e.g. sewage water - WWTP energy consumption)

entity (e.g. EDAR Cheles)

Response Example
p p o

"prediction_cl": 0.6213,
"prediction_level": 90.685,
"prediction_ph": 8.1142,

B -

Once the process just described is completed, the user receives feedback in the form of a window
displaying all relevant information. Initially, it includes the title of the policy that has been
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entered, the user who submitted it, the KPIs generated by the analytics, as well as the predicted
values produced by the algorithm. These values include the prediction of energy consumption as
well, as depicted in the Figure 26.

Al4Gov Platform

Policy title: increased circularity

submitted by:

KPis based on Al tool

KPis:
Energy consumption

Analytics values:

Energy consumed: 776238.4656
Policy is accepted

Figure 26: Total policy recommendation and analytics results in Sewage Water Management category

4.1.3 PRT Explorer

The user can navigate among the existing policies (Figure 27). Then a policy can be chosen, and
the user can examine and read the details of each policy and endorse the preferable policy (Figure
28).
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Submitted Policies

Policy Name Category Endorsement Status
reduce violations Traffic Management

sustainability water Drinking Water

Tesla water Drinking Water

waste reduction Waste Management

water quality Sewage Water

fuel reduction Waste Management

Figure 27: Policy Explorer

Tesla water

Policy Maker: undefined

Category: Drinking Water

Status:

Description: No description available

Endorsement Information: Not endorsed

Policy i Thursday, 07:3407
ute

Tag: Not tagged

KPis:

1: Water sustainability

2: Water quality

3: Maintain water levels

4: Water Quality Compliance Rate

5: Assessing water acidity/alkalinity through ph
6 Heaithy level of chiorine

7: Water Level Consistency

Selected User: VWV

Figure 28: Policy Endorsement

In the case where the user has logged into the application as a “citizen”, this particular screen
functions differently. As depicted in Figure 29, instead of a list of policies, a QR code appears,
which the citizen is prompted to scan using the mobile application in order to prove that they are
a verified user.
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Proof your citizen credential

Figure 29: Proof invitation for Policy Voting by citizen

By following the two-step verification process, the user scans the QR code from their personal
wallet. Once the user scans the QR code, they essentially send a request with their credentials to
the platform. There, it is verified via blockchain whether the user actually possesses the required
credential. If there is no discrepancy, the system proceeds with sending the proof request. As the
process depicted in Figure 30.

D3.4 Policy Recommendation toolkit V2



Scan VvV H Proof Request

VVV is requesting the following
_4!11 A valid QR code will scan You connected with VVV information from 1 credential.

iy automatically.
v
v VVV Citizen Schema

Name
Nikos Kalantzis

Just now

You received a proof request Birthdate Dateint

Just now is less than or equal to
20060101

View request

Figure 30: Policy Vote by citizen (Accepted proof request)

Then, the user accepts the proof request and enters the list of stored policies through the
platform in order to review them and possibly vote on one that interests them as depicted in
Figure 27. On the wallet's side, the completion of the process is displayed as depicted in Figure
31. Then a policy can be chosen, and the user can examine and read the details of each policy and
vote the preferable policy (Figure 32).
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Sending the information Information sent successfully
securely

o

Figure 31: Policy Vote by citizen (Successfully complete proof request)

Al4Gov Platform

reduce violations

Policy Maker: VVV

Category: Traffic Management

Status:

Description: No description available
Endorsement Information: Not endorsed

Policy Submission Date: Thursday, 20-Mar-25 10:41:35
utc
Tag: Not tagged
KPis:
1: Safe City
Reduce tratfic congestion
Reduce traffic accidents
Emission reduction

Travel time reduction

Reduce CO2 emissions from transport

Peak hour traffic reduction

3
4
5
6 : Risk reduction
7
8
9

Reduced time in resolving reported incidents

10 : Increased citizens’ satisfaction

Vote policy

Figure 32: Policy Voting by citizen
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If the user has not been certified by an organization, the process is rejected by the system, the
user receives the corresponding message as depicted in Figure 33, and the platform does not
proceed further in the process of voting on a policy.

Proof Request L

VVV is requesting the following
information from 1 credential.

You can't respond due to the
following reasons. Please address
them before continuing.

Missing credentials

a VVV Citizen Schema

Name

Birthdate Dateint

Cancel

Figure 33: Policy Vote by citizen (Citizen rejected)

4.1.4 PRT Recommender

The user is selecting KPlIs as hard and soft constraints and retrieves as a response the policies that
fulfil the KPIs of hard constraints, Figure 34. The retrieving policies have a rate regarding the soft
KPIs that are fulfilled.
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Recommend Policies

Hard Constraints
KPIname

Select an option v

-

Soft Constraints
KPIname

select an option v

.

Figure 34: Recommendation results and KPI / constraints interface

4.1.5 PRT Modify Policy

There is an editing option via addition or re-definition of the relevant KPIs (Figure 35).

Al4Gov Platform

Modify Policy
Policy Name Category Status
reduce violations Traffic Management Awaiting approval
sustainability water Drinking Watsr Awaiting approval
Teslo water Drinking Water Awaiting opproval
wasts reducton wasts Managerent awaiting approval
water quality Sewage Water Awaiting approval
fuel reduction Waste Management Awaiting approval

Figure 35: Modlification of policies and editing interface
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4.1.6 PRT Statistics

Also, there is a statistics menu that describes some analytics about the categories, the status and
the endorsement of policies, Figure 36.

Al4Gov Platform 9

Statistics

Endorsements by Policy Category Endorsements by Policy Status

Total: 6 policies Total: 6 policies

T

Endorsements by Entity

Total: 6 policies

Figure 36: Comparative analytics

4.1.7 PRT Wallet Registration

Finally, there is a menu about the credential issuance operation. The first step is to share a QR
code for establishing a connection between the issuer (VVV or DPB) and the holder (citizen
wallet), Figure 37. After the connection is established, the Issuer can fill the form about the
attributes of holder/citizen and send the credential offer to the holder in order to store this to
the wallet, Figure 38.
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Wallet Registration

Create Invitation

Scan QR Code for Invitation

[or P

Fetch Connection Details

Connection Status: invitation @

Figure 37: Sharing QR code for citizen invitation

Wallet Registration

Create invitation
Issue Credential

Name:
Scan QR Code for Invitation

Citizen of:

Birthdate (MM/DD[YYYY):

mm/dd/yyyy o

Connection ID:

458b3cA43-4c02-4B09-B789-d599b650EE0

——— =

Connection Status: active

Figure 38: Form of attributes of verifiable credential

4.2 Citizens’ Wallet

Monitoring and evaluation of policies can also be performed by citizens via an appropriate dApp
(Citizen Wallet). We start with an empty citizen wallet that holds no credentials (Figure 39).
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Notifications

You have no new notifications.

You have  credentials in your wallet

E

Credentials

Figure 39: Citizens’ wallet — Initial screen

An organization that distributes the wallet, such as the government or a municipality, can
generate invitations to agents, thus allowing them to board the platform. One such invitation
captured by the backend of the Aries infrastructure is depicted in Figure 40. This QR code is
depicted in the Visualization Workbench.

The user can now accept the invitation by scanning the transmitted QR code (Figure 41 left); after
some time, she/he is connected with the issuer of the invitation, which, in this scenario, is VVV
(Figure 41 right). After the invitation, the issuer can issue a full credential and offer it to the citizen
(Figure 42 left); if the citizen accepts, she/he now has a credential filled with all the attributes
sent by the issuer (Figure 42 right). The citizen can verify that the credential presented in her/his
screen is the same as the one recorded in the blockchain; she/he is free to reject the credential,
if a mismatch is identified. This credential can now be presented to any party requiring proof
under the VC scheme?.

2 A common misunderstanding is that this scheme proves the truth of the claims the holder presents. This is not
entirely true. To be perfectly precise the holder can prove that the issuer has signed the validity of the claim. For
example, a holder can prove that VVV confirms that the subject’s name is John Papadopoulos. Whether this claim is
true or not, and more importantly whether it can be trusted or not, depends upon the level of trust that the verifier
has towards the issuer.
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Wallet Registration

Create invitation
Issue Credential

Name:

Scan QR Code for Invitation

Citizen of:

Birthdate (MM/DD[YYYY):

mm/dd/yyyy o

Connection ID:

458b3cA43-4c02-4B09-B789-d599b650EE0

——— =

Connection Status: active

Al4Gov

Wallet Registration

Create Invitation

Scan QR Code for Invitation

Fetch Connection Details

Figure 40: Boarding invitation generated by HyperLedger Aries
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vvv

You connected with VVV

Jus

veun Qi Code for Invitation

Figure 41: Accepting the invitation

\"A"AY Credential Offer L

VWV is offering you a credential
You connected with VVV

VVV Citizen Schema

VVV sent a credential offer
Just now Name

Nikos Kalatzis
View offer

[
W

Birthdate Dateint
19981102

Timestamp
1736431341712

Figure 42: Accepting the Credential
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As previously described, an Android application was deployed for mobile devices, allowing
citizens to monitor policies and participate by voting and providing feedback. This process is
presented below. Initially, the user utilizes the wallet on their personal mobile phone,
simultaneously verifying their identity. From the application's home screen, they select the "Vote
Policy"” tab in the bottom menu. On this screen, the user's stored credentials are displayed, as
depicted in the Figure 43.

Credentials

v
vV B Citizen Schema

aa'
E LﬂJ

Notifications Scan Vote Policy

Figure 43: Saved credentials in the wallet

After the user selects the appropriate credentials, they are taken to the next screen, where a list
of all policies is displayed, as depicted in Figure 44.
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< Vote Policy

wm policy
Waste Management

Voted

night routes
Waste Management

Voted

night routes policy
Waste Management

Upvote Downvote -

n @ p

Notifications Scan Credentials

Figure 44: Select policy to Vote

If the user wishes to see more details regarding the policies, they simply need to click on one, and
a window will appear with the relevant information about the specific policy, Figure 45.

Policy Details

wm policy
Created By: VvV
Created At: Tuesday, 11-Mar-25 16:05:50 UTC
Category: Waste Management
Status: N/A
Tag: N/A
Endorsers:

Endorsed:

KPls

total_time

total_distance

Figure 45: View the policy details
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For each policy, there are three different voting options: positive, negative, and neutral. In this
case, the citizen has the ability to choose one of the three. If the citizen with the given credentials
has already voted on a policy, the buttons do not appear. Instead, a message is displayed stating
that the specific policy has already been voted on by the user. In the first case, 'positive' means
they approve of the specific policy; in the second case, 'negative’ means they disapprove the
policy; and in the last case, 'neutral' means they do not express any opinion on the specific policy.
For each of these choices, a window appears confirming the voting decision, as depicted in Figure

46.

Policy Voting "night routes
policy":

Neutral

Are you sure?

NO YES

Policy Voting "night routes
policy":

Negative

Are you sure?

NO YES

Policy Voting "night routes
policy":

Possitive

Are you sure?

NO YES

Figure 46: Vote Policy for three options (positive, negative, neutral)

After the voting process is completed, a content window appears to inform the user that the
process has been completed, along with a thank-you message, as depicted in Figure 47.
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Your vote stored
successfully.

Thank you for your

participation!

Figure 47: Successfully voting

Finally, the voting process has been completed. The user now returns to the previous screen and
can no longer vote for the same policy again. Additionally, they can check the policy details by
tapping on it, with the difference that in the new window that appears, the current ballot results
will also be displayed, Figure 48. At this point, it is worth noting that the result reflects the
difference between the participation counts rather than the total number of votes. This helps to
avoid bias.
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The citizen can access the Visualization Workbench and use all the relevant functionalities

Policy Details

Ballot Result: 0

wm policy

Created By: Vv

Created At: Tuesday, 11-Mar-25 16:05:50 UTC
Category: Waste Management
Status: N/A
Tag: N/A
Endorsers: None

Endorsed: No
KPIs

total_time

Figure 48: Ballot results after completing vote

by using the wallet. As depicted in Figure 49.

Settings

# Contacts

Contacts

What are Contacts?

Visualization Workb...

< 9

Al4Gov

Visualization Workbench

& App Settings

Biometrics
Change PIN
Language

Auto lock time

Version 1.0 Build
——

English

5 min

(M

Visualization Workb...

Home

3 Pilot Sites

&

Jozef Stefan Institute
Ljubljana, Slov

JSI, leading re h institution for

natural sciences, will employ the

International Research Centre in
Avrtificial Intelligence (IRCAI)

LEARN MORE -

Mun. of Vari-Voula-
Vouli i

Figure 49: Visualization Workbench via mobile
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5 Data Governance Framework

5.1 DGF Overview

The Data Governance Framework (DGF) is a structured and comprehensive set of guidelines,
policies, and procedures that govern how data is managed, shared, and protected within the
Al4Gov Project. This framework serves as a crucial instrument for ensuring that data-related
activities align with the EU's legal and regulatory landscape, particularly with regard to data
protection and privacy. Within this context, the Data Governance Framework project plays a
pivotal role in navigating the complexities of data management while complying with EU data
protection laws. This framework acts as a structured roadmap that not only empowers project
partners to harness the potential of data but also safeguards the rights and interests of individuals
whose data is processed.

The DGF was firstly introduced in D3.1: Decentralized Data Governance, Provenance and
Reliability V1, with the final version which introduced a comprehensive set of rules and guidelines
sourcing from the Al Act being integrated within D3.2: Decentralized Data Governance,
Provenance and Reliability V2.

The DGF is aligned with the Data Governance Act while also taking into consideration key
regulations such as GDPR, Al Regulation, EU Al Act and the Assessment List for Trustworthy
Artificial Intelligence (ALTAI) for self-assessment. A high-level of the available information of the
DGF as well as its structure are illustrated in the Figure 50 and Figure 51, respectively:
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Compliance with
Regulations:

Data Ownership:

Data Security:

Data Quality:

Monitoring and
Compliance

Data Sharing Agreements:

Data Lifecycle
Management:

Ethical Considerations:
Accountability:

Privacy by Design:

Regularly conduct internal audits and
compliance assessments to identify
and rectify issues.

Provide a mechanism for stakeholders
to report data governance concerns or
breaches for quick resolution.

Take Al4Gov’s Data Management
Plan (D1.2) into consideration
regarding monitoring activities and
compliance

Figure 50: High-level illustration of DGF structure (1/2)
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Legal and Regulatory
Compliance

Data Classification & GDPR Article: 5

] o Classify data based on

Data Protection Officer sensitivity and importance
! to determine appropriate
Data Inventory and safeguards and handling
Mopping ! requirements.

Data Minimization

Data Subject Rights

Data Processing Legal Basis

EU Regulations &
Guidelines

Data Processing Legal Basis

Data Protection Impact
Assessments
Privacy by Design & by
Defaul

Data Security

Consent Management

Data Documentation &
Records

Training and Awareness

Figure 51: High-level illustration of DGF structure (2/2)

5.2 DGF KPIs introduced within the Policy Recommendation Toolkit

In alignment with the rules and guidelines set forth by the DGF, a series of horizontal Key
Performance Indicators (KPls) have been developed and integrated into the Policy
Recommendation Toolkit Deliverable. These KPlIs serve as measurable criteria to assess the extent
to which organizational policies and Al systems comply with essential requirements stemming
from the Al Act, such as risk classification, transparency, data protection, human oversight, and
security. By incorporating these cross-cutting KPls, the PRT enables consistent evaluation across
different policy domains, ensuring that all technical implementations within the project uphold
the principles of trustworthy Al and adhere to EU regulatory standards. Furthermore, these
indicators provide project partners with actionable insights to guide decision-making, monitor
compliance, and foster continuous improvement in data and Al governance practices.
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As many of the policies center around the Al models developed within the pilots under WP6, the
KPIs have been designed to specifically address the Al implementation aspects of the Data
Governance Framework. These KPIs aim to evaluate how effectively the deployed Al systems align
with the governance, compliance, and ethical standards outlined in the DGF. The KPIs introduced

for this purpose are presented in

Table 9. These KPIs have been incorporated in the final prototype of PRT.

Table 9: DFG KPIs introduced to the PRT platform

Al Category Description KPlIs (connected to | Variable | Measurement | Threshold
underlying Pilot's
Al models)
1. Al Risk | Measures the accuracy of risk- | Al Model Risk [ ai_model | (Number  of [ >80% on
Classification level classification for Al systems | Classification _risk_clas | correctly
Policy according to the Al Act’s risk | Accuracy sification | classified Al
framework (unacceptable, high, systems / Total
limited, minimal). Ensures proper Al systems) x
safeguards are applied based on 100
risk category.
2. Al | Assesses how many Al systems | Al Decision | ai_decisi | (Number of Al | 290% on
Transparency provide clear, accessible | Explainability Rate | on_expla | systems with
and explanations for their decisions. nation explainability
Explainability Supports transparency documentatio
obligations by enabling n / Total Al
stakeholders to understand and systems) x 100
evaluate Al outcomes.
3. Al Data | Evaluates the extent to which | Al Personal Data | ai_perso | (Number  of | 290% on
Protection personal data processed by Al | Anonymization nal_data | anonymized Al
Policy systems is anonymized or | Rate _anonym | data points /
pseudonymized, enhancing ized Total Al data
privacy protection and points) x 100
compliance with GDPR and the Al
Act.
4. Al Ethical | Tracks the presence of unfair bias | Bias Detection in Al | ai_bias_d | (Number of Al | £5% on
Considerations in Al models, aiming to ensure | Models etection models
fairness, non-discrimination, and flagged for
ethical Al usage. Helps mitigate bias / Total Al
risks related to marginalization or models) x 100
unjust outcomes.
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5. Al Human | Monitors how many Al systems | Human-In-The- human_i | (Number of Al | 280% on
Oversight integrate mechanisms for human | Loop Rate n_the_lo | models with
Mechanism oversight or intervention. Ensures op_integr | human

accountability and allows human ation oversight /

control over critical Al decisions. Total Al

models) x 100

6. Al Security | Measures compliance of Al | Al System Security | ai_securit | (Number of Al | 290% on
and Robustness | systems with security standards | Compliance y_compli | systems
Policy and audit results. Promotes ance passing

resilience against cyber threats security audits

and maintains system robustness / Total Al

and reliability. systems) x 100
7. Al | Evaluates the proportion of Al | Al Regulatory | ai_regula | (Number of Al | 290% on
Governance & [ systems that meet Al Act | Compliance Rate tory_com | systems
Monitoring requirements. Ensures alignment pliance compliant with

with legal standards, reducing the Al Act / Total

risk of regulatory penalties and Al systems) x

fostering trust. 100
8. Al Impact | Tracks the completion rate of risk | Al Risk Impact | ai_risk_i | (Number of Al | 280% on
Assessment and impact assessments for | Assessment mpact_as | impact
Policy potential high-risk Al systems. | Completion sessment | assessments

Facilitates early identification of completed /

potential harms and supports risk Total Al

mitigation planning. systems) x 100

Moreover, the development and inclusion of these KPIs extends beyond the original scope and
intent of the Data Governance Framework, which was conceived primarily as an internal
reference document to guide project partners in the responsible collection, production, and
processing of data. As such, while these indicators offer a forward-looking perspective on
operationalizing trustworthy Al governance, their current function remains advisory, supporting
further enhancements and iterations of the platform rather than immediate deployment.
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6 Conclusions

In this report, the final iteration of the requirements of the PRT was given, together with the final
version of the architecture that fulfils these requirements. As efficient policymaking should allow
for citizen feedback and co-creation, the requirements defined in the initial pilot definitions have
been expanded, as to include a citizen component that is expected to actively increase citizen
participation in policymaking. The technology enablers and components that promote openness
and inclusiveness that have been documented in D3.1, D3.2 and D3.3, in this final version of PRT
have been implemented and integrated, namely Al Recommendations, ZKP, Homomorphic
Encryption and Citizen Wallet. Going beyond the original scope of the PRT implementation,
special emphasis was given to the implementation of a Citizen Wallet as an added key
enhancement. This wallet empowers citizens to form opinions, provide feedback to policymakers
and vote for recommended policies leveraging cryptographic algorithms to foster a secure,
trustworthy and transparent framework for open democratic engagement.
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8 Appendix

Al4Gov Implementation of homomorphic encryption

Key Generation

1. Selection of Two Large Prime Numbers
o Two large prime numbers, p and q, are randomly chosen such that their product n
= p x q is used as part of the public key.
2. Computation of Public and Private Keys
o The public key (n, g) is computed, where g is a generator chosen such that it
satisfies the necessary mathematical properties for encryption.
O The private key (A, u) A is derived using A = lem(p-1, g-1), and an auxiliary value p
is calculated for decryption.
3. Key Distribution
O The public key (n, g) is published on the blockchain, making it accessible to all
voting clients (citizen wallets) for encrypting votes.
O The private key (A, p) is securely stored by the election authority and is never
shared, ensuring that only authorized personnel can decrypt the final result.

Encryption, Decryption and addition process

The encryption formula for a given public key and a message m is calculated to cipher as c= E(m)
with the below function:

E(m)=c= g™ r"mod n?

The decryption formula for a given private key and a cipher c is calculated to plain text m = D(c)
with the below function:

(c*mod n?) — 1
D(c) =m = - umod n

The homomorphic addition of plaintexts m; and m, is calculated as shown in the below function:

D(E(mq, 1) * E(my, 1) mod n?) = my + mymod n

By observing the above operations it is concluded that the addition does not work for negative
results. Since the Paillier cryptosystem is based on modulo arithmetic, if it is tried to add numbers

that produce a negative result the number that we getting from decryption function is a number

(c*mod n?)-1

very close to the n. Because the result of this 0< < n. So the formula needs to be
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modified.

There are two ways to manage this issue.

1. The negative result can be handled by checking if the result of the addition f(m) is a
number close to n. If this is true then the final result should be f(m) — n. The way that
the check can take place is by assigning a threshold about the amount of digits of the
f(m). If the digits are too many then it is assumed that the result is very close to n. So the
final result that should be f(m) — n. In other case the result is f (m).

The below code describes this solution for two encrypted votes

// Homomorphic addition: Enc(x1) * Enc(x2) mod n*2

let totalEncrypted = (encryptedVotel * encryptedVote2) % (publicKey.n ** BigInt(2))
let finalCount = privateKey.decrypt(totalEncrypted);

// n=p*q

if ((finalCount.toString()).length > 208)

finalCount = finalCount - publicKey.n

2. Another approach is to shift the values of votes in order to not produce negative results.
In this case the potential numbers of votes are -1, 0 and 1. So it is suffice to shift those
numbers by 1 and the new range can be modified to 0, 1 and 2. After this modification the
process can be followed properly and the in final result should be reduced the amount
that is added by shifting the numbers range. This amount can calculated as [ - a (L is
number of calculated votes and a is the shift index). So the final result is:

filanResult = result-1 - a

The bellow code describes this solution for three encrypted votes

// Define shift value (k) for handling negative numbers
const k = 1;

const x1 = -1;

const x2 = 1;

const encodedX1 = x1 + k;

D3.4 Policy Recommendation toolkit V2



const encodedX2 = x2 + k;

// Encrypt the encoded numbers

const encryptedX1 publicKey.encrypt(BigInt(encodedX1));

const encryptedX2 = publicKey.encrypt(BigInt(encodedX2));

// Homomorphic addition: Enc(x1) * Enc(x2) * Enc(x2) mod n?2

const encryptedSum = publicKey.addition(encryptedX1, encryptedX2, encryptedX2);
// Decrypt the result

const decryptedSum = privateKey.decrypt(encryptedSum);

// Decode the result (shift back)

const finalResult = Number(decryptedSum) - 3* k;

The case that has been selected as a solution in this specific scenario is the first.
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